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Secretary of Defense Guidance on Science & 
Technology (S&T) Priorities FY13-17 

Priority S&T Investment Areas: 
1. Data to Decisions 
2. Engineered Resilient Systems 
3. Cyber Science and Technology 
4. Electronic Warfare / Electronic 

Protection 
5. Counter Weapons of Mass Destruction 
6. Autonomy 
7. Human Systems 
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Engineered Resilient Systems: 
A DoD-wide Activity 

The Assistant Secretary of Defense for Research and Engineering, with the Department's 
S&T Executive Committee and other stakeholders, will oversee the development of 
implementation roadmaps for each priority area. These roadmaps will coordinate 
Component investments in the priority areas... 

Working Toward A DoD-Wide Roadmap 

https://www.dodtechipedia.mil/dodwiki/download/attachments/25134614/ASD(RE)_Logo.jpg
http://www.darpa.mil/default.aspx
http://www.darpa.mil/default.aspx
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Conventional Engineering Practice 

Engineering practice must meet new challenges: 
• Pace of technology development 
• Uncertain sociopolitical futures 
• Global availability of technology to potential competitors 

50 years of process reforms haven’t controlled time, cost and performance 
• Sequential and slow 

• Information lost at every step 
• Prematurely reduces alternatives 

• Decisions made  with incomplete information 

• Under-evaluated Requirements refinement 
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Transforming Engineering of 
Complex Systems 

Engineering for resilience: robust systems with broad utility 
• In a wide range of joint operations 
• Across many potential alternative futures 

Faster  engineering, less rework 
 AFFORDABLE 

Better 
informed 
decision-
making 

EFFECTIVE 
Design/test for 
wider range of 

mission contexts 
ADAPTABLE 
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Engineered Resilient Systems 
Transformational Engineering Practices 

Increased computational power and availability allow more 
flexibility in data exploitation and application of services 

ERS envisions an ecosystem in which a wide range of stakeholders 
continually cross-feed multiple types of data that inform each other’s activities 

Effective 
• Better informed 

Affordable 
• Faster engineering 

Adaptable 
• Wider range of 

mission contexts 

Collaborative Analysis of Engineering Issues and Impacts 

Refinement in 
Context of 
Operational 
Missions 

Alternatives 
Kept Longer, 
Explored 
Deeper 

New tools help engineers & users: 
• Understand interactions 
• Identify implications  
• Manage consequences 
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Who Owns the Tools? 
No 

Single 
Winning 
Answer 

Key Connectors are Data Exchange Protocols and Architectures 

Pull too hard and everyone loses 
Looking for a Win-Win 

• Tools for Government 
• Better understanding and specifier of needs 
• Better evaluator of offerings  

• Tools for Systems Providers 
• Risk mitigation through better understanding of customer 
• Ability to pre-qualify offerings, present meaningful opportunities 

• Tool Vendors: New Products to Sell Both 

Distribution Statement A – Cleared for public release by OSR on 5/9/2012, SR Case #s 12-S-1996 applies.  
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Improved Engineering and Design Capabilities 
• More environmental and mission context 
• More alternatives developed, evaluated and maintained 
• Better trades: managing interactions, choices, consequences 

Improved Engineering 
Processes 

• Fewer rework cycles 
• Faster cycle completion 
• Better managed 

requirements shifts 
 

 
 
 
 

Improved Systems 
• Highly effective: better 

performance, greater  
mission effectiveness 

• Easier to adapt,  
reconfigure or replace 

• Confidence in graceful 
degradation of function 

Envisioned End State 
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ERS: Foundational for Defense 
Systems across All Mission Areas 

Ten DoD Strategic Missions  

Overwhelming majority require 
affordable, adaptable & effective 

systems and Concepts of Operation:  
 

Missions  
Needing  

Engineering 

Strategic 
Principles to Ensure Success 

Engineered Resilient Systems: 
Engineering  Technology and Tools to Rapidly 

Develop, Deliver, and Adapt Affordable, Versatile 
Systems and Concepts of Operation 

50% reduction in 
cost and effort to 

adapt to new 
mission 

12X Speed up in 
time to initial 

operating 
capability 

95% of system 
informed by 
models and 
operational 

trades 

Target Outcomes 

Seven Strategic Principles to 
Ensure Success, including: 
• Offer versatility 
• Enable course changes 
• Reduce costs 
• Develop new capabilities 

leveraging network warfare 
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