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Research Question and Issue

" Question:

— What best practices can | apply to my
agencies Information Technology (IT)
acquisition?

® |ssue:

— There is a plethora of best practices, frameworks, models, and
methodologies

— Government acquisition professionals can become overwhelmed,
when trying to select the most appropriate path to execute their
IT requirements and to modernize their IT systems

— Government Program Managers struggle not only to buy new IT
systems, but to modernize existing systems and avoid high
operation and maintenance (O&M) costs of legacy systems

© 2019 The MITRE Corporation. All rights reserved. MITRE
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Research Methodology

= Methodology:
— Analyze current literature - glean best practices and approaches
— Synthesize into practical and tactical materials
= Analysis and recommendation for models, frameworks, and taxonomies
= Checklist to assess organizational readiness for IT modernization
= Checklist to assist Integrated Product Team (IPT) in pre-acquisition
= Exemplars (PWS/SOW, eval criteria, instructions, SLAs, QASPs, etc.)

— Enable federal acquisition professionals to implement IT
acquisition strategies that fit their situation on lifecycle spectrum

Key Reports:

 GAO-14-183T-IT-Leveraging Best Practices

e GAO-17-8-IT Workforce Key Practices for Strong IPT

e GAO-17-251SP-IT Opportunities for Improving Acquisition and Operation
e« GAO-18-326-DoD MAIS Adherence to Best Practices
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Resultsla: Models, Frameworks, and Taxonomies

The 7 Layers of OSI
= Open Systems Interconnection (OSI) 20 Recee

7-Layer Model, [1984] W oy
— Engineering model At |

[ Presentton ayers) |
IT Infrastructure Library (ITIL), [ oo
[1989] [ vt

Network (Layer 3)

— Align IT services to business needs T

= IT Investment Management (ITIM) l‘ Physca e |
Framework, GAO, [2004] Y

— PhySical Link se—
— Measures IT maturity of an organization

aC rOSS 5 - Stag eS The ITIM Stages of Maturity with Critical Processes

- I Maturity stages Critical processes
u TeChnOIOgy BUSI neSS Management Stages: Leveraging IT for | - Optimizing the investment process
strategic outcomes - Using IT to drive stralegic business change
(T B M ) [2 O 1 6] | Stage 4: Improving the | - Improving the portfolio's performance
] investment process |- Managing the succession of information syslems
g - - - - 51399 3: Devemping a cgmp|ete = Defining the portiolio criteria
— Facilitates business aligned decisions and imestmentpartolo | -Crsing b ot

- Conducting postimplementalion reviews

enables cross-organizational analyses

— TBM is mandated by Office of Management
and Budget (OMB) for all federal agencies

— Phased implementation by FY22

Stage 2: Building the investment - Instituting the investment board
foundation - Meeting business needs
- Selecting an investment
- Providing investment oversight
- Capturing investment information

.| Stage 1: Creating investment awareness | - IT spending without disciplined investment processes

Apply TBM, use others where needed
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Resultslb: TBM Taxonomy (v2.1)

Business Units (consuming) Business Capabilities (enabling)

Business Business Business
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Results2a: Organizational Readiness Checklist

Note: Checklist includes references for each item

Best Practice

1
2
3
4
)
6

Assess IT Investment Management maturity using ITIM
Analyze IT workforce for Skill Gaps; develop plan to fill them
Program staff has necessary knowledge and skills

Properly Staff Integrated Product Team (IPT)

Team &
Skills

Program staff are consistent and stable

Senior Department/Agency executives support program

CIO role is following FITARA. CIO:
a) has significant role in decision making for IT budgets,
b) approves IT budget for agency,
c) certifies compliance with OMB inc. dev. Guidance,
d) reviews and approves IT contracts,
e) approves appointment of agency employee with CIO title

© 2019 The MITRE Corporation. All rights reserved.
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Results2a: Organizational Readiness Checklist -

Properly Staffing the IPT

Contracting, procurement, and
acquisition professionals

Program managers

Customers and users

Budget and finance professionals

Security and privacy specialists
Software developers

Requirements managers

Test and quality assurance managers
Engineers
Architects

Risk managers

Sponsors

10

g
[

Source: GAC analysis of relevant guidance from recognized sources including MITRE, the Projact Management Institute, Inc., and the Software Engineering Institute; and data from salectad sgenay
chiel information officers and program offices from the Depariments of Commerce, Defense, Velerans Alfairs, and the General Services Adminisiration. | GAQ-1T-8
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Results2b: Organizational Readiness Checklist

Note: Checklist includes references for each item

Best Practice

8 Program receives sufficient funding

9 Agency uses IT spend plans to improve budgets

Agency develops and maintains an IT Strategic Plan
a) Use a strategic approach for legacy system migration
10 b) Migrate more services to cloud
c) Buy more and develop less
d) Mitigate job impacts when closing data centers or purchasing services

11 Agency provides oversight for IT purchased as a service

12 Attract and invest in IT workforce

© 2019 The MITRE Corporation. All rights reserved. MITRE
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Results3a: Pre-acquisition Checklist for IPT

Note: Checklist includes references for each item

Best Practice

1

Use the TBM Taxonomy from the outset; map the scope of your effort to
the appropriate IT Towers and Cost Pools

Develop a modular contracting approach consistent with requirements of
FAR 39.103-104

Use performance-based outcomes specified through SLAs.
a) SLAs developed by IPT (to include contracting), reviewed by legal

Identify and actively engage with the stakeholders/users throughout the
acquisition (especially in development of requirements)

IPT manages and prioritizes requirements
Focus on cyber; convey IT/cyber issues early to leadership

Work more closely with the procurement (contracting) organization

© 2019 The MITRE Corporation. All rights reserved. MITRE
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Results3b: Pre-acquisition Checklist for IPT

Note: Checklist includes references for each item

Best Practice

Contract Structure/Type
a) Determine readiness for a Managed Service Provider (MSP)
approach. Requires detailed understanding of current systems and
8 metrics. If not ready, consider a hybrid contracting strategy.
b) Determine readiness for Firm Fixed Price (FFP);
1) If FFP, consider an outcome-based payment plan;
2) If not FFP, investigate Incentive Fees (IF) over Award Fees (AF)

9 Leverage common contracting templates

10 Leverage common evaluation factors

Buy as an Enterprise
11 a) Leverage existing contract vehicles (GWAC, MAC, Agency IDIQ, etc.)
b) Get a free scope evaluation (e.g., GSA Alliant 2)

12 Implement a strong risk management program

© 2019 The MITRE Corporation. All rights reserved. MITRE
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UNCLASSIFIED UNCLASSIFIED
Appendix A. IT Acquisition Best Practices — Organizational - !Appendix B. IT Acquisition Best Practices — Pre-RFP
Readiness Checklist Checklist for the IPT
Ttem | Best Practice Rafarence Ttern | Baest Practice Rafarence
1 Aszeas [T Investment Management * FAQ-04-394G-1T Investment Manazement (TTIN) Guide, Use the TEM Taxononry from the outset, map | » Dresidents-Mamagerent- Agenda; p 40
* | mabarity nsing ITIM Mar J'IIL:M. p. 1-18 i _ 1. the scope of your effart to the appropriate IT « Y IT Budg_et Capital Plarming Guidance-A-11-Draft, p. 5-2
Amalvas fh IT R . %’L?_—l-'-ﬂ-l'f Warkforce Eey Practices for Srong IPT, p. 3- Tewers 2nd Cost Pools. + TEM Courcil-TEM-Tazonony-v2.1; p All
yze the IT warkforca ap: 0,43 . = 3 o
2 | and develop 2 plan to £ them + GAD-17-404T-Implementation o IT Reform Law and Develop amﬁ"‘f“ ‘.“m"”‘gf?&"";;hm = FARIDIDLIOS _
Felated Initiatives Can Help Improve Acquisitions; p. 1, 7-10 1 n;;qmlmn requirements of FAR. 30.103- | & EC|Z;]3c]|1_1|11|.cu‘.11g_,| Guidance to Support Modular Development, 14 m
B} ’ + FAD-14-1533T-IT-Leveraging Best Practice:; p. All el el
i taff has Imowled - —
3 u;ﬁgl;lih!; NECESSATY e * GAQ-17-8-IT Warkforce Key Practices for Smong IPT, p. 2, Eiéhuﬁmm:ehmn putComes specified « IT Procurement Practices That Clients Apply and the Best
45-68 _' — _ gy er ;:EdmLE'\e.]uped by IT (to inchuds Practices That Gartner Fecommends_2008; p. &
+ GAQ-14-133T-IT-Leveraging Best Practices; p. All §oanss iemrad b lezal + GEA-12-326-DoD MATS Adherence to Best Practices; p. 7
« GAQ-17-8-IT Werkforce Kay Practices for Smong IPT; p. 23 contracting), reviewed by lezal T — T R B
. « Presidents-Manzsement- Agenda, 19 Mar 201, p. 20 : . ) * - J1-11-LEVeraging Sest Fraciices, p. £, 4, 9, 23
5 | Properly Staff Integrated Product Team | * eAMamagement-Agenca, 18 Mar 201p 20 Tdentify and actively engaze with the « GAD-18-326-DoD MAIS Adherence to Eest Practices, p. ES, 7-
OME Guidance for specialized acquisition cadres, 13 July L
(IFT). W11 p A 1o Ad 4 | stakeholders users throwghout the acgquizition 11
« IT Procurement Practices That Clisnts Apply and the Best {ezpecially i development of requiremensts). | + IT Procurement Practices That Clisnts Apply 2nd the Eest
Practices That Gartney Recommends 2009, p 7-12 Practices That Gartner Fecommends 2009; p. 11
5. | Program zmaff are conzistent and sable. * (FAD-14-133T-IT-Leveraging Eest Practices; p. All = GAD-14-183T-IT-Leveraging Eest Practices, p. ES. 4, §, 13
« GAO-14-133T-TT-Leverazing Best Practices, p. All 5. | IPT marage: and prioritizes requirenents. » GEA-18-326-Dol MATE Adherence to Best Practices, p. E, 7-
« FAD-17-2315P-IT Opportunities for Improving Acquisitions ] 11
Samior D tand A . v aed Operationz; p. 7, 13 Focus en cybersecurity, comvey [T and oyber | » (GAO-17-2513P-IT Oppertarities for Improving Acquisitions and
8. :f;;ﬂt . mpmm;m ERICY ERRCHINEE | GA0-18-326-DoD MAIS Adbarence to Eest Practices, p. 8. | jxanes early to leadership. Operations; p. 6-E, 21
’ E:, 7-11 - - = FAD-17-2315P-IT ortamitizs for Improving Acquisition: amd
+ Procurement Practice: That Clisntz Apply and the Best 7. EEMMD_EE ?’35&1} mﬂ.’_t‘u.epm-:mam.ent Operations; p. 8-11 Ore R
_ _ _ Dractices That Gartnes Recommends 1008 p 1111 {commacting) prganization o CI0-Counril-State-of-Federal-IT-Report- Tamuary-2017, p. Recd
10 role is following FITARA CIO: Dletemins i program iz ready for 2 hznaged
1} baz siznificant role i decision making R ) Zervice Provider (MEP) approach or plan.
for IT badzeting, + GAD-17494T-Implementation of IT F.eform Law and 1) Bequires detailed urderstanding of curment
1) approves [T budget for agency, Feelated Initiatives Can Help Improve Acqoisitions; p. 4-3, systems and performance metrics, [ not
T- | 3) cenifies campliance with OMB L8 ready, consider a hyhrid contracting stratepy 3000 Sari jior W
. . 795 R —_ 3 . \ 1 = gy | » DDl 3000 Series for Major Weapons Systems
incremental dev guidance. GAD-17-2513P-IT Opportunitie: for mproving Acquisition: 2} Determine readiness for Firm Fized Drice | + Contracting Guidmce to Support Modular Development, 14 fun
4) reviews and approves IT contracts, and Operations; p. 4-7 B (FFE; 3012 p. 10-14
3 ﬁfﬂ?::%‘;ﬁ? EI:ESDE. AEEncy « IfFFP, conzider an outcome-basad + Comp-Econ-How to Evaluate IT Procurement Contracts, Mov
TeCHE e P yment plan; onky pay for =i 1008 1, 1-
8. | Program receive: suficient funding. = FAD-14-123T-IT-Leveraging Best Practices, p. All pd:%.umplan caly pay for senvices 008 p. 1-11
N Agency uses [T spend plans to improve « GAD-1 .'-2;1 E.P-[T"Dppmmu.e for Improving Acquisition: « If notFFP yer, investigate use of
budzget: and Operations. p. & Incentive Fees (IF) ever Award Fee:
Agency develops and maintaing an IT {
Strategic Plan . » IT Procurement Practices That Clients Apply 2nd the Eest
g ; piractins 3
1) Use a stratessc approach for lezacy o N _ o 9. | Leverage common confracting templates Practices That Garmer Fecammends_2000: p. 0
) systam migration * GAQ-17-2315P-IT Opportunities for Improving Acquisition: 10. | Leverage common evaluztion Bctors + IPT guifancs from Contracting Officer
2) Migrate more service: to cloud. and Operations; p. 15, 20-11 Buy & o Eoterprie
o oymmemdteEapls 1) Leveraze eyisting cortract vehicles » CIO-Council-State-of-Federal IT-Repont-Tamuary-2017, p. F-5
) gﬁﬁgmmtﬁo i 11. | (GWACs, MAC, Apency, IDIQ, etc.). + Presidents-Mmazement-Azenda, 19 Mar 200, p. 34
CenteTs O PUICHasing S2rvices. __ — - — 2) et 2 free scops evaluation (e g, G3A + GEA Website, Apency websita:
1 Agency provides eversight for IT * GAD-17-2313P-IT Opportanities for Improving Acquisitions Alliant 7 ;
purchased 22 2 sarvice. and Operations, p. 15 ' + GEA-15-316-DoD MAIE Adherence to Best Practices, p. EE, -
— — - 12. | Implement a strong risk managemen: g - =l PBEa
12 | Attract 2nd imvest in IT force. + FAQ-17-2315P-IT Opportamities for Improving Acquisitions Fl g = Frogram 1B

and Operations; p. 14, 19

UNCLASSIFIED
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Results4: Exemplars

= General Services Administration (GSA) Websites:

— GSA Acquisition Gateway: https://www.gsa.gov/tools/supply-procurement-
etools/acquisition-gateway.

— GSA Technology Products and Services has examples of statements of work for
various IT functions; https://www.gsa.gov/technology/technology-products-
services/how-to-get-help/sample-technology-statements-of-work.

= Defense Acquisition University (DAU) Website:

— https://www.dau.mil/cop/it/SitePages/About.aspx. They provide more than 30
documents that offer lessons learned on various military IT systems. They also
have a tools section that offers best practices in assessing risk and compliance.

= MITRE Website:

— Acquisition in a Digital Age (AIDA) provides extensive references for acquisition
guides and acquisition templates helpful to PMs and IPTs. Has a section specific to
IT acquisition (https://aida.mitre.org/references/it/) that offers extensive
information on IT, with policies, guides, reports, and articles.

— Email: tleary@mitre.orq.

© 2019 The MITRE Corporation. All rights reserved. MITRE
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Recommendations

= Select the appropriate model,
framework, or taxonomy:

— More than one may apply.

= Adopt the TBM taxonomy:
— Map to IT towers and IT cost pools.
— Reflect IT towers in budget exhibits.
— Reflect IT cost pools in deliverables or CLINs

= Utilize checklists to help guide the Agency and IPTs
through the process:

— Is the Organization ready for IT acquisitions; fill gaps where identified
— IPT needs to be properly skilled and staffed

= Leverage Exemplars:
— Obtain from local contracting office or reference sites

© 2019 The MITRE Corporation. All rights reserved. MITRE
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safer world. Through our federally funded R&D centers and public-private
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