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Texture Vector Similarity

* Can texture vectors imply similarity?

Texture Vector Similarity Version 1.0.0 Scale: 1:1 Step: 1 Section size: 500

SD Wt: 0.500, Mean Wt: 0.500, Mode Wt: 0.000, Mode Count Wt: 0.500, Entropy Wt: 0. 500.Threshold 5.000, Buckets: 434

Compensated statistics: SD: 11.7100, Mean: 3.8247, Max: 46, Sum: 1113, Max/Sum: 0.0

File 1: utable_files_: 775 _dllf

IN10 0595_System_Volume_Information_restore{7356D40D-9832-45EA-8991-7BFDBCD378A1}_RP21_A0003775.dll.tmp

435032 Modtime: 2006-10-27 15:14:30 MDS5: 0B855E5C44C248D57ADE337B465138E5

Flle 2: fsmallwork/bdallen/executable files_500/xrxwiadr_dlljSG1-1052_WINDOWS_ServicePackFiles_i386_xrxwiadr.dIl.tmp
e: 214528 Modtime: 2008-04-13 17:12:08 MD5: D95C71052E5EF63855997FB31483D02F
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Texture Vector Anatomy

A Texture Vector Is a vector of transforms on a section of data

* Transforms are:
— Standard Deviation
- Mean
- Mode
- Mode Count
- Entropy

. Collectlvely, they produce the file’s “fingerprint” as a spectrogram:

S0000 100000 150000 200000 250000 I3E}IJCIL'HJ JISQDIJO 400000

H.II-II-_“




Similarity Measures

* Texture-Vector similarity: Euclidean distance:
s = wi(dv))? + wa(dva)® + waldvs)? + wy(dvy ) + ws(dvs)

* File similariry measure = f(hlstogram(f(offsets between similar
texture-vectors))) -

— histogram is from similar |

texture-vector offsets — >

— similarity measure is from

histogram variance \




Data

* 1,134 files
» 23 groups of similar files
* 642,411 similarity comparisons

Similarity to node 410: Stay in group, Standard Deviation similarity > 1.000

Node 410: /smallwork/bdallenfexecutable_files_500/nvrshu_dIl/MY01-023_WINDOWS_system32_nvrshu.dll.tmp
Group: 'nvrshu_dIl', Size: 262144, Modtime: 2011-04-07 17:16:28, MD5: 920AE502475DD6E93FD47B58956B190C
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Similarity by File Group

* Files within file groups
are more similar than
files across file groups

- usually

Family n 1 2 3 4 5 6 7 E] 9 10 11 12
1 45 | 1.2 54 20 [ 38 | 30 e | 28 | 22 i3 51| 23
2 1.2 | 37 1.2 07 | 07 | 07 05 | 07 | 06 0.3 09 | 06
ccalert_dll i 54 | 12 | 114 25 | 39| 32 22| 29 | 36 43 48 | 22
edfview _dll 4 21 | 07 25 | kD 13 ] 11 16 | 22 | L& 0.9 1.7 | 08
dunzip32_dll 5 38|07 ig 13| 51| 23 40 | 21 | 20 34 36 | Le
hotfix_exe [ 30| 07 32 1.1 | 23 | 85 13| 20| 1.4 38 3.1 L&
iexplore_exe 7 36 | 05 22 le | 40 | L3 | 1562 | 93 | 16 24 15| 75
mohsyne_exe 8 28 | 07 29 22 (21|20 93 | 61 1.5 23 27 | Le
msrde_dll b 22 | 06 io I8 | 20|14 o | 1.5 | 45 1.4 20 | 09
nvrshu_dll 10 33| 03 43 09 | 34 | 38 24 | 23 | 1.4 | 329 62 [ 21
PaC man_exe 11 51| 0% 48 1.7 ] 36 [ 31 1.5 | 27 | 20 6.2 5] 22
policytool_exe 12 23 | 06 22 (LR} 1.6 1.6 1. 0.9 21 22 16
[rovwer pnt_exe 13 35| 04 22 1.1 ] 3l 1.5 5. 14 26 22 | 46
rtinstaller32_exe 14 34 09 4.1 20 36 | 20 2. 22 23 28 | 1.2
safrslv_dll 15 19 | 09 22 1.1 12 | 16 I. 0.7 2.0 20 | Lo
tabulate_drive_data_py | 16 01 01 0.1 01 | o1 | 0l - 0.1 - | 03
typeaheadfingd_dll 17 09 | 06 1.3 07 | 04 | 03 0.7 0.1 07 | 0.5
udlaunch_exe 18 29 | 04 i3 1.1 | 25 - 1.8 33 3.0 -
vaplugin_dll 14 30 | 06 34 1o | 20 | 25 1.2 3.2 30| Le
webclnt_dll 20 33| 1o i6 11| 23 |13 1.5 22 28 | Lo
winprint_dll 21 08 | 05 0y 4 | b | 0S5 0.5 04 06 | 06
wmplaver_exe 22 3| 04 il 09 | 24| 20 1.3 3.0 28 | 24
xrxwiadr_dll 23 | 115 | 08 | 121 25 [ 92| 41 33 | 1249 | 130 | 38
Family n 13 14 15 16 17 18 19 | 20 [ 21 22 23
al03TT5_dll 1 3a 34 L9 [ 001 ) 09| 29 | 30 | 33 | 08 il 11.5
bthserv_dll 2 0.4 09 (09 | 01 | 06 | 04 | 06 | 1O | 05 0.4 0.8
cealert_dll k] 22 41 (22| 01 13| 33 | 34 | 36 | 09 il 12.1
cdfview_dll 4 1.1 20 | LT[ 001 | 07 ] L1 10| 11| 04 0.9 25
dunzip32_dil 5 il 36 | L2 [ 001 |04 )25 |20 (23|06 2.4 9.2
hotfix_exe [ 1.5 20 | Le | 01 | 03 -] 25 | 13|05 2.0 4.1
iexplore_exe T | 412 Le | L1 | 02 [ 04 | 13| 40| L8 | 04 ) 217 iz
mobsyne_exe 8 58 23| L1 [ 01 )05 | 17| 18| 18|05 3.6 46
msrde_dll 9 1.4 22| 07 - 0T LE | L2 1S | 0S 1.3 i3
nvishu_dll 10 2.6 23 | 20 [ 00 | 00 ) 33 ) 32| 22 | 04 30| 129
pacman_exe 11 22 28 | 2.0 - | 07 [ 30| 30 | 28 | 06 28 | 130
policytool _exe 12 46 1.2 | 10| 03 | 05 - | 16 | 10| 06 2.4 38
powerpnt_exe 13 | 7o L5 | 10| 02 (02|15 )28 | 1L7 03] 126 8.2
rtinstaller32_exe 14 15 | 134 | L1 | 00 | 04 | 31 19 | 20 | 06 1.7 6.3
safrsiv_dll 15 1.0 LI | 33 | 00 | 08 14|12 | 06 1.1 2.6
tabulate_drive_data_py | 16 0.2 o1 | 0 28 | 0l - | 02| 02 - 0.1 0.3
typeaheadfind_dll 17 0.2 04 [ 08 | 01 | 23| 02 [ 05 | 08 | 04 0.2 0.6
udlaunch_exe 18 1.5 3l - -] 02 21 | 09 | 05 22 36
vaplugin_dll 14 2.8 Lo | 14 | 02 [ 05 | 21 | 32| L7 | 05 2.7 3a
webelnt_dll 20 1.7 20 | 1.2 12| 08 | 09 | 17 | 38| 07 1.5 5.0
winprint_dll 21 0.3 06 | 0.6 O L A T ST O e 0.4 0.6
wmplayer_exe 22 | 126 L7 | L | o1 | 022227 |15 |04 -1 57
xrxwiadr_dll 23 8.2 63 [ 26 | 03 | 06 | 36 [ 35 | 50 | 06 57 | 159




False Positives

Texture Vector Similarity Version 1.0.0 Scale: 1:1 Step: 1 Section size: 500
SD Wt: 0.500, Mean Wt: 0.500, Mode Wt: 0.000, Mode Count Wt: 0.500, Entropy Wt: 0.500, Threshold: 5.000, Buckets: 434
Compensated statistics: SD: 11.7100, Mean: 3.8247, Max: 46, Sum: 1113, Max/Sum: 0.0413

[ ]
File 1: /smallwork/bdallen/executable files 500/20003775_dll}

. IN10-0595_System_Volume_Information__restore{7356D40D-9832-45EA-8991-7BFDBCD378A1}_RP21_A0003775.dIl.tmp
Size: 435032 Modtime: 2006-10-27 15:14:30 MD5: 08855E5C44C248D57ADE337B465138E5
File 2: /smallwork/bdallen/executable files 500/xrxwiadr_dll/fSG1-1052_WINDOWS_ServicePackFiles i386_xrxwiadr.dil.tmp
Size: 214528 Modtime: 2008-04-13 17:12:08 MD5: D95C71052ESEF63B55997FB31483D02F
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Time-based Analysis

* Similarity based on timestamp

— Version inference

Similarity to node 410: Stay in group, Standard Deviation similarity > 1.000

Node 410: /smallwork/bdallenfexecutable files 500/nvrshu_dll/MY01-023 WINDOWS_system32_nvrshu.dll.tmp

- Virus injection

61.72—

Edge Std. Dev. similarity
with respect to Node 410

Group: 'nvrshu_dll', Size: 262144, Modtime: 2011-04-07 17:16:28, MD5: 920AE502475DD6E93FD47B58956B190C
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Texture-Vector Similarity Distribution

* Tools
— calc_tv.py calculates texture vectors

- tv.py calculates and plots similarities
between two files

— tv_browser.py graphs similarities by

timestamp L

) Dataset ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
- The Similarity Graph data from the 1,134
files

* https://github.com/NPS-DEEP/tv_sim




Future Work

* Classity file types by their texture
e Evaluate similarity using texture trends
 Manage false-positives
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