Using Texture Vector Analysis
to identify File Similarity
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Detecting Similarity using Texture Vectors

e No bytecode analysis
e No file structure decomposition
e Using Texture Vectors (.tv files)

| Two .bin files > ® SE:E | Generate .tv > : Eﬁﬂi xgg:g;zg?\; | Compare > Similar?
binary, dataset,
Generate [ *»| Perform similarity | Generate single
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Texture Vector Generation

1. Break a file into even sections, for example 500-byte sections
2. For each section:

a. Calculate its Texture Vector

Binary file .exe

Byte O Byte 500 Byte 1,000 Byte 1,500 etc...
N ~ J U ~ J N\ ~ J - v
Texture Texture Texture Texture
Vector 1 Vector 2 Vector 3 Vector 4

—

Texture Vector file .tv




Texture Vector Anatomy

Texture Vector: A vector of transforms calculated across a section of data

Five Transforms:

Many Texture Vectors

Standard Deviation - A N
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Mean ' I |
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Entropy | Location in file>

Collectively, Texture Vectors produce a file's “fingerprint” as a spectrogram



Calculating Similarity Measures

Similarity between two

Texture Vectors
o Euclidean distance:
w1(dv1)*2 + w2(dv2)*2 +
w3(dv3)A2 + wa(dv4)r2 +
w5(dv5)"2
Similarity between two

files

o Histogram of file offsets
between similar Texture
Vectors

o The similarity measure
value is the standard
deviation of the values of
the histogram bars
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Our Dataset

o 1,134 files

e 23 groups of similar files
o 22 groups of .exe and .dll files from Real Data Corpus
o 1 group of Python scripts as a “dissimilar” data type

e 642,411 similarity comparisons calculated using Hamming



Similarity by File Group

e Diagonal lines show that files
within file groups are more similar

than files across file groups
o  Usually

Family

w

a0003775_dll
bthserv_dll
ccalert_dll
cdfview_dll
dunzip32_dll
hotfix_exe
iexplore_exe
mobsync_exe
msrde_dll
nvrshu_dll
pacman_exe
policytool_exe
powerpnt_exe
rtinstaller32_exe
safrsiv_dll
tabulate_drive_data_py
typeaheadfind_dll
udlaunch_exe
vsplugin_dll
webclnt_dll
winprint_dll
wmplayer_exe
xrxwiadr_dll
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Family

a0003775_dll
bthserv_dll
ccalert_dll
cdfview_dll
dunzip32_dll
hotfix_exe
iexplore_exe
mobsync_exe
msrde_dll
nvrshu_dll
pacman_exe
policytool _exe
powerpnt_exe
rtinstaller32_exe
safrsiv_dll

typeaheadfind_dll
udlaunch_exe
vsplugin_dll
webclnt_dll
winprint_dll
wmplayer_exe
xrxwiadr_dll
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False Positives

Texture Vector Similarity Version 1.0.0 Scale: 1:1 Step: 1 Section size: 500

SD Wt: 0.500, Mean Wt: 0.500, Mode Wt: 0.000, Mode Count Wt: 0.500, Entropy Wt: 0.500, Threshold: 5.000, Buckets: 434
Compensated statistics: SD: 11.7100, Mean: 3.8247, Max: 46, Sum: 1113, Max/Sum: 0.0413

File 1: /smallwork/bdallen/executable_files_500/a0003775_dll/
IN10-0595_System_Volume_Information__restore{7356D40D-9832-45EA-8991-7BFDBCD378A1}_RP21_A0003775.dIl.tmp
Size: 435032 Modtime: 2006-10-27 15:14:30 MD5: 08855E5C44C248D57ADE337B465138E5

File 2: /smallwork/bdallen/executable_files_500/xrxwiadr_dll/SG1-1052_WINDOWS_ServicePackFiles_i386_xrxwiadr.dIl.tmp
Size: 214528 Modtime: 2008-04-13 17:12:08 MD5: D95C71052E5EF63B55997FB31483D02F

?DOOO ]I.OOODO }50000 %00000 ZISOOOO ?00000 1‘]&00000

e Regions of uniform pattern
o e.g.tables

Regions of high entropy

o e.g. compressed content

Similarity frequency
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Time-based Analysis

Infer change based on similarity and timestamp
Example: File family nvrshu_dll

e \ersion change

Similarity to node 410: Stay in group, Standard Deviation similarity > 1.000

. . . .
. VI ru S I n eCtI O n Node 410: /smallwork/bdallen/executable_files_500/nvrshu_dIl/MY01-023_WINDOWS_system32_nvrshu.dll.tmp
Group: 'nvrshu_dll', Size: 262144, Modtime: 2011-04-07 17:16:28, MD5: 920AE502475DD6E93FD47B58956B190C
61.72—

Edge Std. Dev. similarity
with respect to Node 410
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Texture-Vector Dataset and Tools

50000 100000 150000 200000 250000 ?00000 400000

e Dataset
o The 1,134 texture vector (.tv) files
o The node and edge data for creating
similarity graphs

e Tools
o calc_tv.py - calculate .tv files from binary
files

o tv.py - plot similarity between pairs of files
o tv_browser.py - graph similarities
between groups of files
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https://github.com/NPS-DEEP/tv_sim

Real time Analysis (1 of 2)

e Download: Clone from https://github.com/NPS-DEEP/tv_sim
e Type: “cd tv_sim/python; ./tv_browser.py”:

q Texture Vector Browser Version 1.0.0 A
QNode == Edge V|Stayingroup == | Std. Dev. 1.000 @‘-f @‘- @\1 ~ Export

e Then:

o Click on “Node” to inspect files or on “‘Edge” to inspect similarity between files

o Then hoverjor click on nodes or edges for\an%sis\

=

. Open TV File A - OX ‘ Open Similarity Edge

index A filename file_group file_size modtime file_md5 = index1 ~ index2 sd mean max
1 /smallwork/... typeaheadfi... 35920 2004-08-04 ... 7474904EC... 6 8 3.748 3.2577 13 948
2 /smallwork/... typeaheadfi... 39856 2003-06-24 ... FA6973BBE... 8 9 3.4267 4.1928 13 935
3 /smallwork/... mobsync_exe 9477 2008-07-02 ... 594EABYA2... 8 22 21.3778 25.9024 195 5310
4 /smallwork/... mobsync_exe 45568 2002-01-01 ... 6ES8BEDEDO... 8 23 5.8032 17.3122 33 3549
s lemallwark/s mnhevnrc ava 143360 2007-12-n1 NRANANR2C 2 k13 1Q 7RA2 2R A 170 sA12



https://github.com/NPS-DEEP/tv_sim

Real time Analysis (2 of 2

‘ Open TV File A - OX Q Open Similarity Edge
index = filename file_group file_size modtime file_md5 = index1 = index2 sd mean max
1 /smallwork/... typeaheadfi... 35920 2004-08-04 ... 7474904EC... 6 8 3.748 3.2577 13 948
2 /smallwork/... typeaheadfi... 39856 2003-06-24 ... FA6973BBE... o o 2_ACT — 41000 12 oL
[ Y Texture Vector Similarity Version 1.0.0. A - DOX%
Q Texture Vector Browser Version 1.0.0 A - P ~ - a
{dopen1 (gjopen2 4 settings sketch & + € - @1 Export Graph
’ Node == Edge v Stayingroup == Std. Dev. 1.000 @\+ ‘3\- "‘_]‘\1 Export

Texture Vector Similarity Version 1.0.0 Scale: 1:1 Step: 1 Section size: 500
Texture weights: Std. dev.: 0.500, Mean: 0.500, Mode: 0.000, Mode Count: 0.500, Entropy: 0.500, Distance threshold: 5.000, Buckets: 424
Histogram height statistics: Std. dev.: 33.9713, Mean: 40.9844, Max: 98, Sum: 13156

File 1: /smallwor utable_files_500, _exe/
S . . . N CA001-0010_RECYCLER_S-1-5-21-796845957-1202660629-1343024091-1001_Dc71_dllcache_mobsync.exe.tmp
Similarity to node 8: Stay in group, Standard Deviation similarity > 1.000 Size: 320978 Modtime: 2004-08-03 19:56:52 MD5: 0C4751C3D1CA92B4285857AF4BEB1DS59
File 2: /smallwor ble_files _exe/CA001-0001_Windows_System32_mobsync.exe.tmp
Node 59: /smallwork/bdallen/executable_files_500/mobsync_exe/ Size: 102400 M:g;';":: 2009—0;1;;5:39:20 ':ls);;g;34BceszgszgggoFOEGFSZ(‘:E;ZEHBECSOOOOO
IL005-0002_WINDOWS_system32_dlicache_mobsync.exe.tmp i ! ! i i |

Group: 'mobsync_exe', Size: 92465, Modtime: 2011-06-22 17:36:12, MD5: D2CF54BB63DB08C984D6D2ADDB6AA11D

33.97—

Edge Std. Dev. similarity
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Future Work

e C(Classify file types by their texture: .exe, .wav, .jpg ...
e Evaluate similarity by evaluating runs of texture patterns
e Identify and remove false-positives from the similarity calculation

100000

150000

200000

25000(

?00000 ?50000

i Rl

(last slide)

13



