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Research Question

Does the budget appropriation category impact software acquisition?
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Waterfall Methodology
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The Budget Appropriation Funding Problem when shifting
to a commercial software acquisition processes



Execution phase

0 Planning phase 1

Define capability needs Roadmap
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Design architecture

Development

Software Development Infrastructure, Cybersecurity, and Enterprise Services

Seurce: Department of Defense Instruction 500087 (Dctober 2020). | GAD-21.105298



FY22 Fourth Quarter

Qualitative / RePOf;ﬁ’tﬁgngress

Software and Digital Technology
Pilot Programs

® Answer “Why?" question

® Observation, Symbol,
Word etc.

—( Purpose ]
—(Data type]
® Observe and interpret — Approach
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® Grouping of common data
/non-statistical analysis
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Software and Digital Technology
Pilot Programs
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A

® Answer

“How many/much?” question
Data type ' ® Number/Statistical result
Approach | ® Measure and test

@ Statistical analysis

Factor Product | Release Frequency | Deployment Mean Change
Influence on Delivery to Operational Frequency to | Time to Fail
Measure Lead Time Environment Production | Restore @ Percentage
HLESnE High Medium Medium! | Medium/| Low

Appropriation
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Factors | nﬂ uence on * The Influence of the software factory and process changes have
I\/l easure significant impacts



Product Delivery
Lead Time for
Software

How long it takes to
implement and launch
software updates?

It begins when developers or
users identify a product
change and continues to the
point when a solution goes
live for user

November 2022

Factor Product
Influence on Delivery
Measure Lead Time
BA-8 Single :

o Hi
Appropriation gh
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Developer -
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Developer :
Skill e
Development :
Environment S
Test Facilities High
Developmental
& Operational High
Test Support
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' Software Factory

Influence

PERFORMANCE METRICS
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SOFTWARE DEVELOPMENT SOFTWARE DEPLOYMENT SERVICE OPERATION

Change Fail Availability

Time to Restore

FOUR KEY METRICS



Release
Deployment
-reguency

Cadence of deployments
in terms of time elapsed
between deployments.

Shows how frequently
the team delivers value
to the customer/end- ®

Continuous ATO

Process Influence

Factor Deployment Factor Release Frequency
Influence on | Frequency to Influence on to Operational
Measure Production Measure Environment
BA-8 Su.xgl'e Medium BA-8 Su.lgl'e Modiia
Appropriation Appropriation
Total Funding Medium Total Funding Medium
Developer . Developer .
Staffing A Staffing Medim
Developer Developer
Skill e Skill g
Dev?lopment Moo Devtelopment Medium
Environment Environment
Test Facilities High Test Facilities High
Developmental | Developmental
& Operational High & Operational Low
Test Support Test Support
Time to get Time to get
Authority to High Authority to Medium
Operate Operate
Capability . Capability .
Complexity — Complexity AT
User Ability to User Ability to
Accept High Accept N/A
Releases Releases
Contracting Contracting
L
Methods T Methods il




Change

Failure Rate

% changes going into
production that
require rework.

Influence High

Across the board

Factor Change
Influence on Fail
Measure Percentage |
BA-8 Su.xgl'e Low
Appropriation
| Total Funding Medium
Developer .
Hi
Staffing gh
Developer ;
Skill High
D
ev?lopment Tow
Environment
Test Facilities High
Developmental
& Operational Low\\
Test Support
Time to get
Authority to N/A
Operate
Capability .
Complexity Lel
User Ability to
Accept N/A
Releases
Contracting
/
Methods s
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Time to Restore

FOUR KEY METRICS



Factor Mean
Influence on Time to

VI e a r m e tO BA]{h:eSalsmie Restore |
Resolution . Hopopriton | 25

Developer

(MTRR) s -

Skill

Development
Environment
Test Facilities | Medium

Developmental
& Operational | Medium

Test Support
Time to get
Authority to Low

High Software Factory
People Influence

How long to get your
code back up and
running, if there is an
incident.

Operate PERFORMANCE METRICS
Capability :
Complexity i = L E{'}
USGI’ ﬁblhty to SOFTWARE DEVELOPMENT SOFTWARE DEPLOYMENT SERVICE OPERATION
Accept N/A | et S iy e
Releases ‘ .

. Time to Restore
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Does the budget
appropriation category impact
software acquisition?

1. For Modern Software Factories post
MVP/MVCR = Absolutely

2.  For Monolithic Major Capability Development
= Not really



High Influencers on

software acquisition should
be addressed by leadership sl s ALRIEE oo
in policy or by process Tl TSRS

s Never Done



High Influencers on software acquisition programs

Shift to iterative software
development for product delivery
using a software factory construct

e Use “strangler pattern” to
decompose monolithic software
to reduce Capability Complexity
buy using microservice

applications

Contract using fixed priced, Time
and Materials, or Services
contracts

e Developer skill and staffing Pivot
to performances based contracts
that have a 6 month (+) award

e |f it’s not going well, there is a

“auto-termination” by not
executing CLIN options

e No EVMS required




High Influencers on software acquisition programs

Implement processes to shift away from
Monolithic testing and certifications of
capability

Funding needs to shift from incremental
to iterative

e Modern Software Factories work on
the premise that user driven
capabilities will continue past initial
fielding (MVP or MVCR). “software is
never done”

e Work to get continuous Authorities To
Operate (cATOs) for active
cybersecurity

e I[mplement an integrated solution that
can continuously monitor, assess,

record and report security and
compliance status on an ongoing
basis.

e Product delivery lead times and
Release Deployment frequencies are
highly depended on Total or BA-8
funding stream being continuous.




Other ldeals on software acquisition programs
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DORA metrics are a set of commercial standards used to
measure the performance and efficiency of various
engineering systems and processes.

PERFORMANCE METRICS

Benefits of DORA Metrics
- = 1y -2t | =
: L1
SOFTWARE DEVELOPMENT SOFTWARE DEPLOYMENT SERVICE OPERATION
. Bett;rai;‘cgision Greater Value
Lead Time Change Fail Availability
Deployment Frequency Time to Restore C/ ®
Continuous
FOUR KEY METRICS IR

Accalerate: State of DavDps 2018 | How Do We Comparo

Deliverability, Operations and Research Administration



Mean

Factor Product | Release Frequency | Deployment Change
Influence on Delivery to Operational Frequency to | Time to Fail
Measure Lead Time Environment Production Restore | Percentage
BA-S Sn.lgl_e High Medium Medium Medium Low
Appropriation
Total Funding High Medium Medium Medium | Medium
g;‘;ﬁger High Medium High High High
De.v eloper High Low Low Medium High
Skill
Development : : : :
. High Medium Medium High Low
Environment
Test Facilities High High High Medium High
Developmental
& Operational High Low High Medium Low!'\
Test Support
Time to get
Authority to Low Medium High Low N/A
Operate
gﬁiﬁy High High High High High
User Ability to
Accept N/A N/A High N/A N/A
Releases
Contracting .
Medium Low Low N/A N/A

Methods




Reacting to

Factor Dealing With Meeting Frocuring T:Iew Software User
. New User Commercial .
Influence on: | Funding Cuts . e . Obsolescence | Training
Priorities Licenses
Issues
BA-8 Single . : : .

. Hi H Hi Hi L
Appropriation gh igh gh gh oW
Total Funding High High Medium High Medium
Devel : : : .

eveiopet Medium High N/A Medium Medium
Staffing
El:;aeloper N/A Medium N/A Medium Medium
Development : . : :

. Medium Medium Medium Medium Low

Environment
Test Facilities Medium Medium N/A Medium Low
Developmental
& Operational Low High N/A Low N/A
Test Support
Time to get
Authority to Low High N/A Low N/A
Operate
Capability . . . .
Complexity High Medium N/A High High
User Ability to
Accept Low Medium N/A Medium High
Releases
Contracti . . .

ontracting Medium Medium Low Medium Low

Methods




Influence of BA-8 (Colorless Money)

Quantitative

Factor Product | Release Frequency | Deployment Mean Change
Influence on Delivery to Operational Frequency to | Time to Fail
Measure Lead Time Environment Production Restore | Percentage
BA-S Sullgl.e High Medium Medium Medium Low
Appropnation
Qualitative
i . ) Reactin.g‘tn
Factor Dealing With Meeting Frocuring T‘:Iew Software User
] New User Commercial o
Influence on: | Funding Cuts . e ) Obsolescence | Training
Priorities Licenses
Issues
BA-8 Single : : : :
. Hi H High Hi L
Appropriation gh gh : gh o




High Medium Low
Metric Performers Performers Performers
Deployment frequency — How often the  One demand Between once per Between once per
organization deploys code. (multiple deploys per week and once week and once
day) per month per month

Change lead time — Time it takes to go
from code commit to code successfully
running in production.

Mean time to recover (MTTR) — Time it
takes to restore service when a service
incident occurs (e.g., unplanned outage,
service impairment).

Change failure rate — Percentage of
changes that results in either degraded
service or requires remediation (e.qg.,
leads to service impairment, service
outage, requires a hotfix, rollback, patch,
etc.)

Less than one hour

Less than one hour

0-15%

Between one
week and one
month

Less than one day

0-15%

Between one
week and one
month

Between one day
and one week

31-45%



The “Dev” in DevSecOps
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