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ABSTRACT

This project examines the efforts and results of United States Strategic
Command’s (USSTRATCOM) Targeting Process Improvement Working Group
(TPIWG) as a case study. The TPIWG conducted an evaluation of USSTRATCOM
J52/J2T Joint Targeting Division’s current target maintenance processes and identified
areas of improvements. After identification of areas requiring improvement, the TPIWG
conceived the idea for and began design and development of an automated change

detection software program for target maintenance.

Methodology includes an analysis of what processes were identified for
improvement and how change was implemented, how well software development
processes were implemented and adhered to, analysis of the process to secure funding
support from the U.S. Air Force and subsequent contracting for full time support of the

software.

This case study documents challenges, innovative ideas, risks taken and faced by
the TPIWG during the course of process analysis, software development and
implementation phases. Documentation of challenges to sustainment funding from a cost,
schedule, and performance perspective. Exploration of pros and cons to having the
completed work then contracted to a secondary party, not part of the TPIWG.
Identification of future challenges contractors may face in the sustainment or future
improvements of the software. Lastly, this case study tries to determine what the overall

improvement and benefit is for the warfighter.
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EXECUTIVE SUMMARY

This research was designed to examine the application of the agile software
development process and the benefits it provides to software acquisition. The research
examines a real-world application to inhouse development of a software solution at
USSTRATCOM J52 for the purpose of automating and enhancing the quality of target
maintenance. The research explores the concept of a software factory and how they can

add cost and time saving measures to development of software.

This case study identifies mechanisms within the DOD that can be applied to
enhance a combatant command’s ability to develop software tools, enhancing a combatant
command’s ability to field new software in a rapid manner to keep pace with changing

mission needs and adversary advancements.

The scope of this study is limited to the TPIWG experience, application of concepts,
and end results being currently used. The TPIWG experience is being shared first hand as
well as supporting data that is available at the UNCLASSIFIED level. Primary resources

being used are United States Government Accountability Office publications.

Lessons learned from the case study are looked at retrospectively, providing
justification for alternate pathways. The conclusion of the case study presents a case for

software development opportunity and sustainment from specialists.
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L. INTRODUCTION

Intelligence is the ability to adapt to change.
—Professor Steven Hawking

The speed of technological development dramatically increased throughout the
twentieth century, mostly in the realm of physical hardware, and militaries innovated in
ways never before seen. Now over twenty years into the Twenty First Century, there is a
new realm included in military development, the digital realm. Since the advent of
computers, more information has been available and created, allowing militaries to know

more but also process larger quantities of information at faster rates.

In the current environment there is often too much data available and humans are
not always quick enough to find, analyze, and apply the information in a relevant
timeframe. There are countless databases in which information is stored, all maintained by
different agencies, with access limited to specific user groups, data is not always
extractable, data formatting is not uniform, software systems are slow to be improved, and

the creation of new software is not quick enough to replace outdated legacy systems.

The Department of Defense is working to share more information among agencies,
improve its software development, and streamline processes. Services have developed
software factories to answer the needs of individual units, combatant commands, and
component commands, to access more information and process larger quantities of data

faster.

A. BACKGROUND
1. Target Process Improvement Working Group (TPIWG)

The United States Department of Defense uses JP 3-60 Joint Targeting to outline
how the department shall conduct targeting for warfare. CJCSI 3370.01C Target
Development Standards outlines how targets should be developed and what information is
doctrinally required within a target folder. Once a target has been developed, it remains

mostly stagnant until it is nominated for strike or possibly looked at years later. Target
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maintenance is a process that is not required by the Joint Staff, but it is conducted at
USSTRATCOM. The purpose of target maintenance in the past has been to revisit a target
on a periodic basis and repeat the target development process to review intelligence
concerning the target in the years since the record was created or last reviewed. The target

maintenance process was time consuming, cumbersome, and extremely duplicative.

On 1 August 2021, USSTRATCOM J52 issued an order to conduct a review of the
target maintenance process. The Target Improvement Working Group (TPIWG) was
created and given the responsibility to review the current process, make recommendations
for changes in the process, streamline procedures wherever possible, and to automate
where feasible, to reduce personnel work hours spent on maintenance without lowering

work quality.

2. Old Maintenance Process

In the past, USSTRATCOM target maintenance was conducted on a periodic basis
as part of a fixed schedule. The average target would be revisited every two years, manually
reviewing all available intelligence material to determine if the target retained the same
function as it was originally nominated for. The results of this in-depth review would then

be annotated in the corresponding Electronic Training Folder (ETF) maintained in MIDB.

The maintenance process provided a guaranteed periodic review of all targets,
allowing the command to have confidence in the viability of all targets. Targets that no

longer met the viability criteria were removed and no longer maintained.

The legacy maintenance process lacked timeliness, negatively impacting the
efficiency of the overall targeting process. The two-year ETF review timeline often meant
targets were 12 or more months out of date when the review process renewed. The speed
at which new intelligence was being reviewed at USSTRATCOM was not conducted at
the speed of relevance. Often analysts would open an ETF for review and would find
RESPROD made updates months prior, changing important data, which in turn would drive

changes to targeting strategy and additional operational changes.
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Additionally, the Strategic Targeting Division lacked an in-depth understanding of
all metrics involved in the maintenance process to update an ETF. An excel spreadsheet
was maintained attempting to track data on individual targets, but was too large, complex,
hard to read, and data was undecipherable. Many questions and data points were left
unanswered. How long did it actually take an analyst to conduct maintenance? What was
the source of the change? How often were there changes to targets? How much analytical
rigor was required? Did everything need to be reviewed for maintenance? How often did
targets need to be deleted? Are collections correctly focused based on types and/or sources
of changes? Leadership did not have the answers to these questions and steps needed to be

taken to develop a mechanism to capture and track the abundance of data that was needed.

3. Process Review

Immediately after the TPIWG was announced, the group convened to discuss the
way ahead. The TPIWG was designated to be directed by a single active duty targeting
officer. Key individuals within the division were designated as primary support to the
process but all hands were available to the effort. The group established a list of problems
which needed to be solved with the maintenance process. Potential ideas were listed for
each issue to allow for group discussion and reflection to occur. All personnel were
assigned to areas of their resident expertise or areas of significant training. The group was
fortunate to have two individuals with extensive coding experience and their
recommendation for an automated change detection database concept was agreed upon by

the group.

The process review was a period of 30 days during the month of August 2021. This
time period consisted of problem framing, solution research, planning, and drafting
proposed implementation. This process was the sole focus of TPIWG participants, rapidly
planning the solution due to the fact all individuals were targeting analysts and familiar
with the problem at hand. An agile program management style was adopted to allow all
members to have equal participation and to aid in conflict management as disagreements

would occur often.
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4. New Process Recommendation

With the TPIWG’s desire to move forward with an automated database used to
track intelligence updates and for analysts to add remarks based on data ingested, a new
analytical framework was designed to focus analytical rigor. This analytical workflow took
into account DIA analytic and tradecraft standards, which helped shape the end result, as

seen in Figure 1.

2.0

3.0Ref 33

Review Collateral Concerns

Figure 1. Target Maintenance Functional Flow Block Diagram

Figure 1 shows the final analytical thought design within a simplified version of
the change detection database. Five analytic questions must be answered when a change is

detected in the database:

o Functional Status — Was there a change to the core function of a target?

o Calculate Criticality — Was there a change to the criticality of the target

within the target system?

o Calculate Vulnerability — Was there a change to the vulnerability of the

target?
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° Determine Critical Elements — Was there a change, addition, or removal to

any of the critical elements of the target?

o Review Collateral Concerns — Was there a change, addition, or removal to

any of the collateral concerns of the target?

The previously identified questions helped reduce the amount of data an analyst
would have to look at, by information the analyst of new intelligence reporting though the
change detection database, then focusing intelligence analysis in five critical areas.
Analysts experienced as end users of the targeting software advised through the problem-
solving stage prior to the project receiving approval by the Strategic Targeting Division

leadership.

UNCLASSIFIED

Workflow: Overview
= g B N B B B B BF R

Possible Change |dentified Possible Change J522 Makes Analytic Judgment Communicated
Communicated and Tracked Judgment and Socialized
RMT 1. FUNC: DEL YES/NO
Imagery JEMA 2. CRITICALITY + - = (TSIG) NGA
RESPROD TAC 3. CTEs: NewfDestroyed RESPROD
CEDALLION (NGA) J523 4. VULNERABILITY: VNTK 1523

-ADHOC
-Graphs
-SHAREPOINT

Tracker W
REPORTS

Record Updated

UNCLASSIFIED

Figure 2. Target Maintenance Workflow Overview Diagram

The analysis and database workflow were combined, as seen in Figure 2,
identifying the different touch point expected to occur. Figures 3 and 4 further refined the
expected analysis and database workflows, indicating information flow automated by the

change detection database and manual input required by the analyst.
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Five Analytic Questions -
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2. Criticality Increase Operational Relevance
ili Decrease lime 1o operationalize maintenance actions
Automat
3 g#gs(:j:'_:ge [ TAC ]ﬁ{ Analyst ] | Decrease unnecessary maintenance actions
5. Collateral
Intelligence
Research

5 EEI IC search (NSA, NGA, DIA, NSA)
Determine if a FOG Exists
]

3way talks
I shared target, loop in GCC

Utilizing the IC search and communications with share holders the analyst reaches determination/concurrence of
a change to the 1-5 values that needs annotation

No change to 1-5

Required MX Actions
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Update Pull Dates in
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T
| Update Dates in ETF

Automatic

Manual

Quality Control
)

Figure 3. Target Maintenance Workflow Diagram J522

UNCLASSIFIED

UNCLASSIFIED

Workflow: J523
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e = ey i )
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J523
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significance

Recommendations:
*Remove two year periodicity Manual
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*Safety Net - JEMA Query fortargets near 4.5 yr review date for
remaining targets that have had no updates

UNCLASSIFIED

Figure 4. Target Maintenance Workflow Diagram J523
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Iterative Improvement
O T O T T O T O Al

e This designisn’t final
« Improving the process will be an ongoing effort
o Focus should be on the key areas of improvement driven by operational needs

- Decrease Administrative Overhead

- Increase Operational Relevance
« Remove targets that are no longer operationally relevant
« Identify changes to Criticality
« Identify changes to Vulnerability
« Identify Changes to CTEs
« |dentify CCONs

- Decrease time to operationalize maintenance actions
- Decrease unnecessary maintenance actions

UNCLASSIFIED

Figure 5. Target Maintenance Iterative Improvement

Figure 5 depicts the TPIWG agile process pitch though iterative software
development, continuous data collection in a learning environment and the end goals the

group was trying to achieve.

S. Summary

The aforementioned background provides important context for the case study that
will be presented in this report. Software development is incredibly difficult and complex
by any means. The description of how process solutions and software development was
completed in-house by intelligence analysts to support the creation of an automated tool
for target maintenance tracking and data collection was provided as a practical example for

the scope and application of this report.

B. PROBLEM STATEMENT

The DOD, as a hierarchical organization, often has a top-down directive approach
to problem solving and process implementation. The DOD is slow to adapt to innovation,
especially when it comes to new problem-solving methods geared towards empowering

individuals or small groups to carry out large tasks. Software in particular can be very
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complex, depending on what it is used for, or solutions it is created for. Rapid creation and
testing of new software and applications needs to become a normal activity to keep pace

with an evolving environment.

C. RESEARCH OBJECTIVES

The objective of this case study is to explore the Agile software development cycle
and software factory model, highlighting the benefits it provides to software development
and acquisition, delivering better capabilities to the warfighter faster. While the Agile
process and software factory concepts are not new, there remains significant room within

the DOD for additional and more widespread use.

D. RESEARCH QUESTIONS

Primary Research Question: The primary question that will be answered in this case
study is, “How was the Agile Development Cycle applied and what were the benefits it

provided to the software development process?”’

Secondary Research Question: The secondary question outlined is, “How can a
software factory construct or mindset provide more relevant, faster, and complex software

to a combatant command mission set?”

E. PURPOSE/BENEFIT

The purpose of this case study is to provide a real-world example where processes
and newer concepts were applied to develop an automated tool with practical application
for the warfighter by using the agile software development process. Software acquisition
can be time consuming, complex, deal in the realm of proprietary coding, and lack the
immediate benefit for the end user or warfighter. This case study will identify mechanisms
within the DOD that can be applied to enhance a combatant command’s ability to develop
software tools, enhancing a combatant command’s ability to field new software in a rapid

manner to keep pace with changing mission needs and adversary advancements.
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F. SCOPE/METHODOLOGY

The scope of this study is limited to the TPIWG experience, application of concepts,
and end results being currently used. The TPIWG experience is being shared first hand as
well as supporting data that is available at the UNCLASSIFIED level. Primary resources

being used are United States Government Accountability Office publications.

G. THESIS STATEMENT

Combatant Commands should make use of agile software development for smaller
software applications, improving on existing software, or utilize software factory
capabilities to develop larger software needs to reduce the risk inherent of in-house

software development.

H. SUMMARY

This chapter outlined how the TPIWG process played out in solving the target
maintenance process at USSTRATCOM. Group approaches were explained in addition to
expected outcomes. The background previously laid out will give the reader the
background to understand what processes or tools the TPIWG may or may not have applied

or how well those processes worked in the rest of this case study.
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II. AGILE SOFTWARE DEVELOPMENT

If everyone is moving forward together, then success takes care of itself.
—Henry Ford
1. What is Agile Software Development

Agile software development was conceived in the private sector in the early 2000s
as a means to develop software solutions quickly in short, but definitive, blocks of time.
Software engineers met to try and solve the problem of software project taking too long to
complete, often being cancelled due to company requirements changing before a solution
completed development. Software engineers met in Snowbird, Utah during the winter of
2001 to discuss possible ways to speed up the development process, completing projects
to achieve the requirements they sought to achieve. From this meeting an agile manifesto

was born, outlining four items (Nyce, 2017):

o Individuals and interactions over processes and tools
o Working software over comprehensive documentation
J Customer collaboration over contract negotiation

o Responding to change over following a plan

The engineers wanted to ensure the free flow of ideas and communication to ensure
actual needs are met. This is important because when software development teams become
focused on process and tools, they can lose sight of what the spirit of the objective at hand.
The software engineers focused on working software over comprehensive documentation
because overemphasizing documentation will cause a project to grow, adding too many
details or lose necessary details in the noise of documentation. The engineers believed it
was important to work with the customer, ensuring their needs are being met as opposed
to focusing on determining how work will be completed and work billed. Lastly, the

engineers want developers to be responsive to the changing needs of the customer and
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responsive to what they learn during the development process, becoming for adaptive to

changes than sticking to a rigid plan.

According to the Tech Beacon, after the meeting in Snowbird, the agile process
thought out by the software engineers began allowing teams to develop a fast delivery
approach that enabled users to get some of the business benefits of the new software faster
and enabled software teams to get rapid feedback on the software’s scope and direction

(Varhol, 2022).

Mr. John Adam wrote, “Agile software development is an iterative approach to
creating software products based on quickly releasing a minimum viable product (MVP)
and then adjusting it and adding features and functionalities in stages based on user
behavior and feedback” (Adam, 2022). The purpose of creating a MVP as quickly as
possible, is to meet the needs of the customer, establishing a basic framework, then creating
a final product with the end user involved in the process. Figure 6 shows the modern agile
development process, with each loop representing a new iteration in the development of a
software program. Developing an MVP by the end of sprint cycle 1 and improving upon

the program with each successive iteration.

Figure 6. Agile Development Cycle. Source: Adam (2022).
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Before the agile manifesto, software was created by a development team without
much end user feedback and after years of development it would be rolled out, often with
many bugs, end user frustration, not meeting original requirements or the requirements
changed. Mr. Adam further details as software becomes more complex, it is more difficult
to detail the required specifications and create the best option for the end user (Adam,

2022). In essence, building the perfect product in a vacuum never works.

The federal government has been trying to incorporate agile software development
as best practices for the acquisition community for many years. In 2012 the GAO published
areport titled, Effective Practices and Federal Challenges in Applying Agile Methods. This
publication was written due to the DOD $76 billion investment in IT projects in FY 2011
and a congressional desire to reduce lengthy IT projects incurring costly overruns (Powner,
2012). The result of the study identified 32 best practices and approaches to apply to agile
software development projects (Powner, 2012). The GAO does not set rules but provides
guidance and best practices for acquisition professionals and DOD members to follow. The
findings in the GAO report were available for anyone to apply to current or new projects

that were beginning at the time.

Mr. Pearsons from the Government Accountability Office (GAO) has described
Agile software development as, “having the potential to save the federal government
billions of dollars and significant time, allowing agencies to deliver software more
efficiently and effectively for American taxpayers” (Pearsons, 2020). The GAO also
describes Agile software development as, “an iterative product development and delivery
cycle occurring continuously through a software product’s life cycle,” and shown in Figure
7. The GAO further adds that software is continuously evaluated through its many
iterations for functionality, quality, and customer satisfaction (Pearsons 2020). The agile
cycle is applicable to software programs that will have distinct features, of which many,

will be discovered through the iterative process (Pearsons, 2020).
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Figure 7. The Department of Defense’s Agile Development Process. Source:
Pearsons (2020).

The DOD has invested time, effort and money into discovering how agile can
become and effective tool for use and best ways to implement in its own projects and also
acquisition programs. The Agile Software Acquisition Guidebook provides practices and
lessons learned from the FY 2018 NDAA, “providing program managers with information
on developing acquisition strategies for Agile software development and providing an
understanding of Agile practices” (Cummings 2020). Agile has proven itself to be a useful
process to allow teams to successfully guide themselves in the dynamic environment that
is software development. The DOD is taking the time to study, learn and inform its

employees of the benefits it offers.

2. DOD Software Acquisition

In January 2020, the DOD established an Adaptive Acquisition Framework (AAF),
including software acquisition. As outlined by the Defense Accountability Office (DAO),
“the AAF emphasizes several principles that include simplifying acquisition policy,
tailoring acquisition approaches, and conducting data-driven analysis” (Oakley, 2021).
Further the DAO states, “the AAF comprises six acquisition pathways, each tailored for
the characteristics and risk profile of the capability being acquired” (Oakley, 2021).
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Figure 8. Adaptive Acquisition Framework Pathways. Source: Defense
Acquisition University (2022).

Software has become one of the most important components of DOD systems;
DOD software development practices have not kept pace with leading industry practices.
The Defense Innovation Board (DIB) released a report in May 2019 that emphasized the
need for DOD to deploy software quickly and develop a workforce to follow modern

software development practices (Oakley, 2021).

The DOD has made agile software development a significant pathway option for
the acquisition process. It has codified and standardized a specific pathway for software
acquisition on the principles of agile development. This is a declaration by the DOD for
agile to become the development process of choice when it comes to developing or

acquiring software.

3. How was the Agile Concept Applied to the TPIWG

Agile was first applied to the TPIWG from the onset, as the group began to self-
organize and set up a framework to quickly frame the problem and begin identifying

solutions for the group to work toward. As outlined in the GAO Agile Assessment Guide,
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agile teams should be self-organizing, meaning they are empowered to collectively own
the entire product and decide how work will be accomplished (Pearsons 2020). An agile
team’s duties should be well defined, and authorities should highlight the importance of
cross-functionality to allow for autonomy and team stability. The more encouragement and
latitude the team is given, the better it can address technical issues in creative ways. If
teams are not self-organizing or self-managing, the teams may be inefficient, causing

program cost increases and schedule slips (Pearsons, 2020).

The TPIWG members had limited coding experience and chose to leverage existing
enterprise services as much as possible to achieve an automated software solution as
quickly as possible (Defense Acquisition, 2022). TPIWG personnel identified how a
system architecture would be created, gathering data from established intelligence
databases through an existing program, Joint Enterprise Modeling & Analytics (JEMA), to
use as an intermediary between data sources and a database created in Microsoft Access
(Defense Innovation Board 2022). JEMA is a platform that supports the ingestion of
virtually any data source and normalizes data into a common data format, allowing analysts

to easily build complex analytic models with disparate data sources (NASK, 2022).

As in line with the fourth agile core principle of responding to change, learning
occurred during the TPIWG process as analysts were trained locally to use JEMA in the
workspace. JEMA allows analysts to easily extract information from established databases
or data residing in excel spreadsheets, and provides the ability to manipulate the data using
the functions offered. The use of the JEMA tool allowed the developers to change on the
fly as they better understood the capabilities of the tool and how it could be best utilized in
supporting the change detection database.

On September 1, 2021, the TPIWG adopted an agile process, creating a weekly
cycle for software development and testing, with each week representing a single iteration
as shown in figures 6 and 7. Figure 9 showcases the activities scheduled during September
2021, with each week ending with an end user information session, detailing progress and

allowing the user to use the program and provide feedback.
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4. Version I Development

The first version of the change detection database began 1 September 2021,
continuing through the month on a weekly agile cycle. As shown in Figure 9, the September
schedule shows concurrent processes that were ongoing during the software development
phase. Throughout this period, development, continual refinement, testing and feedback
occurred. Analysts from within the division, who were the end users of the product,
provided feedback at the end of each weekly cycle. The TPIWG likely had an over
abundance of user input into the development, as this was developed by users to begin

with.

Strategic Targeting Division
New Maintenance
Roll Out Plan
Iteration 1

SEPTEMBER 2021

I Week 1 Week 2 ] Week 3 [ Week 4 [ Week 5
TESTING Software Beta Testing | Software Final Tests |
Conduct 1v1 TAC advocacy I
TRAINING Lo =
Lhr Division MX Overview 1522 MX walk through MX soft open
e All Div Teams | *future MQT brief
all of branch
SOFTWARE —
DEVELOPMENT JEMA/ACCESS Tlitl:‘r Initial Tracker Roll Out Query & Report Development I
Touc!
30,\...‘3-1 Sep Point Bug Fixing |
15ep

| Week 1 Week 2 I Week 3 | Week 4 l Week 5 j

Figure 9. TPIWG Schedule September 2021

Through development, feedback and training more was learned as the group
developed the change detection database. Mr. Pearsons wrote in the GAO publication Agile
Software Development, “agile software development is well suited for programs where the
end goal is known, but specific details about their implementation may be refined along
the way” (Pearsons, 2020). The TPIWG develop a program with an end goal in mind but a
substantial amount of learning on how to structure the program and code for the

functionality occurred along the way. The group learned how different database
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information interacted with each other, critical information needed by the end user, and
how best to write code to link formation. The TPIWG demonstrated the ability to respond
to change and customer collaboration, two of the four agile manifesto core values. During
the month of September 2021, as testing occurred, a soft rollout was provided for controlled
live operational testing and user interface feedback. Figure 10 depicts the October 2021

scheduled, showcasing the database soft opening after only six weeks of development.

As the software went live in October 2021, the development team began working
on creating reports to show metrics (Figure 11) to help leadership understand target
maintenance data the database was designed to capture. This was a requirement levied by
leadership but could not be completed until after the change detection database was
developed. Metrics were actually developed from the learning process which occurred
during the agile software development process. The TPIWG identified what information
was readily apparent and discoverable, but also during each weekly agile cycle, the TPIWG

ask what data could become discoverable as development continued.

The weekly agile cycle consisting of software updates, feedback and training
continued until mid-November 2021. The development cycles at this point were refining
the user interface, button functionality and bug fixes. At the end of November 2021, it was
decided to transition the change detection database from a development phase to a
sustainment phase, occurring by December 2021 (Figure 11). Analysts felt comfortable

enough using the database and maintenance was occurring at a more expedient pace.
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Figure 10. TPIWG Schedule October 2021

Strategic Targeting Division
TPIWG Sunset Timeline

NOVEMBER 2021 DECEMBER 2021

Week 3 I Week 4 I Week 1 | Week 2 |

—
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| TESTING I_
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All Teams

SOFTWARE
DEVELOPMENT [ Report Query Refinement Post OPSPROD First Contact
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Figure 11. TPIWG Sunset Schedule 2021

The TPIWG schedules depict concurrent lines of effort as each weekly iterative
cycle occurred, culminating in a MVP being released live after 45 days of development.
The database then entered an operational phase, where the development cycles became

longer but now focused on providing improved capabilities to the end user. The TPIWG
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did not develop a system frame work or system documentation from the onset. The goal
was to use an agile process to reduce the amount of time the division was in a stand down
from conducting target maintenance. The agile process allowed the TPIWG to work as the
pace it did and adapt to change from user feedback and information discovery along the
way. Another positive to the agile process was that users were very familiar with the
operation of the database before it went live. One the database was live users could use it
as intended then provide operational use feedback to help improve the operational

functionality.

5. Why Was Agile Chosen

The TPIWG chose to approach the creation of a change detection database with the
agile process because of the flexibility it offered. The group had a very basic idea of how
to accomplish what was needed and what it should look like, but the group did not know
exactly what right would be. Agile offered the TPIWG the ability to create a MVP quickly
but then to improve upon the MVP in an iterative fashion and add in emerging requirements

as they became apparent during the development of the change detection database.

As mentioned, each week the database was being developed, a full agile cycle
would occur. During each cycle, the TPIWG would learn from the challenges of coding
Microsoft Access to carry out the functions needed. JEMA coding would need to be
changed depending how the databases interacted or effects from new functions added from
a new cycle. Each cycle provided an environment to learn from errors and make changes
to only a small set of coding, instead of waiting to the end of a project, finding out it didn’t
work, then trying to discover where the errors were. It is easier to look through a smaller

pool of work for issues than a year’s worth of work.

The TPIWG was also intently focused on making a product that the end users were
comfortable using and had a hand in developing. It was important to have end users be
involved with the process at every possible step, offering their opinions on what the
database should do, how it should process and display information. The TPIWG was
shaking up an entrenched target maintenance process, developing a new software tool to

help automate new information, maintain targets, track status and metrics. User feedback
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provided insight into what the database should do and the front end of the software was

ultimately designed using feedback.

Developing the back end of the database was derived from working groups with
the J56 and a lot of trial and error. It went quickly, providing the TPIWG with valuable
insight into how intelligence community databases worked but also provided the J56 with

situations and work they had never tried.

There were many deliverables that needed to occur during the development process,
and each TPIWG member had roles and responsibilities. To manage all of the deliverables
and keep the team on track, I fulfilled the role of a scrum master. A scrum master is the
“role responsible for gluing everything together and ensuring that scrum is being done well,
meaning they help the product owner define value, the development team deliver the value,
and the scrum team to get to get better” (West, 2022). Scrum is one of many ways to
manage agile development, in this case it worked well because of the many aspects the
team was working on and the need to coordinate them in concert. An important aspect of
scrum is being a transparent leader, communicating any issues the team may be facing.
Also in scrum, are agile sprint cycles, a timebox of one month or less during which the
team produces a software increment (West, 2022). This also meant leading daily standups
to detail activity and expected next day activity, essentially informing all of what was

occurring.

6. Development, Security and Operations

DevSecOps is an organizational software engineering culture and practice that aims
at unifying software development, security, and operations. The main characteristic of
DevSecOps is to automate, monitor, and apply security at all phases of the software life
cycle: plan, develop, build, test, release and deliver, deploy, operate, and monitor. The
benefits of adopting DevSecOps include reduced time from development to deployment,
more robust security, and faster capability at the speed of relevance (Sherman 2022).
DevSecOps/Tooling represents the set of capabilities enabling the continuous integration
and delivery (Cl/CD) of secure software as produced through a software factory (Sherman

2022).
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7. Summary

The TPIWG applied the agile process of developing a software program in an
iterative fashion. Development and learning both occurred quickly, adapting feedback into
the follow-on cycle and culminated with the rapid release of the change detection database.
The DevSecOps process was not utilized by the TPIWG as a COTS Microsoft Access
program, residing on JWICS, was used as the basis for the change detection database.

Leading the team, meant following a scrum method to keep the project on track.

The TPIWG is a good example of how to apply the agile software development
process to rapidly create a software program with end user feedback, reducing the overall
development time and meeting end user requirements, while incorporating additional items
learned during the process. However, the creation of software by the end user should not
occur. Potentially significant risk was unnecessarily taken by J52, pausing target

maintenance, to develop a new process, then developing a software solution.

The DOD has centers at the service level for the purpose of rapidly developing and
fielding software programs. These centers are called software factories and they have
increased in numbers and their application among individual services. Software factories
can rapidly develop, incorporate end user feedback, developing in a secure environment
and provide support for future updates. Additionally, software factories have a culture of

software development knowledge base and creativity within that craft.
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1. BENEFIT TO THE WARFIGHTER

In the case of the TPIWG, there were a number of positive benefits to the
warfighter, and a few drawbacks associated with implementing new software. In this case,
the warfighter is defined as USSTRATCOM decision makers, targeting analysts, and

individuals who benefit from the automated change detection database.

1. Benefit #1

The automated change detection process allows new intelligence to be
identified, and targeting analysts to receive notifications of the identified information. This
benefit allows analysts to be apprised of all relevant target information as serialized
information is published on JWICS. The automation adds confidence to decision-makers
thanks to the understanding that all new intelligence results in rapid updates, rather than on
a two-year review cycle. The resulting process provides a yearly review of all targets,

cutting the previous review timeline in half.

2. Benefit #2

The database tracks all changes, allowing for a history of changes detected to be
stored and categorized by ETF. By housing all the data in a single location, updated
automatically, this benefit reduces the need for cumbersome excel spreadsheets and manual
input of information at different times in an ETF’s existence. The data is extractable as

needed to provide historical context and a timeline of analytical touchpoints.

3. Benefit #3

Automatic indication of RESPROD or other DOD targeting analyst adding
information or making data field changes in MIDB. This notification allows a
USSTRATCOM analyst to be apprised if a RESPROD is updating an ETF based on
another intelligence source that is not currently automated. It also notifies the analyst if
another combatant command or component command is adding/editing remarks, for

example if the target is being added to another target list. These notifications are
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particularly beneficial as the DOD targeting community is attempting to share and

coordinate the workload for target development and maintenance.

4. Benefit #4

Analytical rigor is standardized and captured in distinct categories. As mentioned
previously in this case study, the five intelligence questions which must be tripped for a
‘change’ or ‘no change’ to be assessed, are clearly identified with each analytical
touchpoint. In the previous process for target maintenance, analytical rigor and tracking

detailed work would vary among the targeting teams and also among individual analysts.

5. Benefit #5

The change detection database provides automated reports from all of the data
metrics it is asked to track. The strategic targeting division now has the ability to create

reports on demand tracking the status of target maintenance.

Examples of reports include:

o average time per analyst to conduct a ‘change’ or ‘no change’
determination

o average time per team to conduct a ‘change’ or ‘no change’ determination

° source a change was initiated from — NGA, DIA, RMT, or in house
analysts

o identification of ‘false changes’ by source

o how many targets have been reviewed by fiscal year, month, week, day,

analyst, team

o tracks intelligence agency support to USSTRATCOM strategic targeting

division
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6. Benefit #6

The combination of the automated change detection database and the five
intelligence factors to follow, has provided a significant time savings and accountability
metric for analysts. In the first six months of operation, the database metrics reflected an
average of 45 minutes spent updating each ETF. Previous average update times took as

long as two weeks.

7. Benefit #7

The learning process during the TPIWG agile cycle led to the discovery of the
JEMA tool. This tool helped analysts capture and manipulate data from existing databases
or retain in excel spreadsheets. The JEMA tool helps reduce the personnel and hours spent
answering RFIs for senior leaders and is still in use by the Strategic Targeting Division as

of the date of this case study.

8. Drawback #1

Bugs still exist in this new program that continue to require effort to resolve. The

system is prone to crashing when too many users access simultaneously
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9. Drawback #2

Support is currently being conducted by a single individual. There is high risk
having a single point of failure in the case the change detection database fails. This is
contrary to the Defense Innovation Board recommendations, “hiring competent people
with appropriate expertise in software to implement the desire state and give them the

freedom to do so” (Defense Innovation Board 2022).

10. Summary

This section of the case study highlighted specific benefits and drawbacks for the
warfighters at USSTRATCOM. Analysts now have more oversight into developing
intelligence, activity in an ETF, and less time devoted to reviewing an entire record,
allowing analysts the ability to update ETFs quickly, as new intelligence is reported.
Leadership now has more awareness of the target maintenance process, more fidelity in
data associated with tracking the process, and the confidence targets remain current on a
timelier basis. The benefits of this new program will continue to show value as the
command moves forward with using the software. New data, as it is captured, can be shared
with the J7 for exercise planning and scenario development with the J3. USSTRATCOM
is continually refining the information it uses to test how leadership thinks while playing
out scenarios. Having the most up-to-date targeting data will make the command’s training

more relevant and representative with real world data.

The DOD is becoming more innovative when approaching the creation of new
software to suit specific needs not addressed by the commercial sector. Individual service
components have created software factories, small hyper focused units, with the intent to
develop new or better software tailored to end user needs through a fast and focused agile
cycle. The work done by the TPIWG embodied the software factory model, working
closely with the end user (service members), rapidly adapting changes and ensuring
mission is being met with properly working software. It would seem natural for a new
program like this to make the jump into a rapid paced development atmosphere and driven

at the services level to success.
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IV. SOFTWARE FACTORY

The DOD is becoming more reliant on software for daily operations, vehicles,
aircraft, and weapon systems. Development of software has been cumbersome and slow in
the past, often not meeting the design mark for an intended application. Adoption of agile
software development has been slow or non-existent within the DOD. Acquisition practices
within the DOD are ingrained within the community, second nature because it is the way
it has always been done. However, change is on the horizon. Instead of forcing all of DOD
acquisition to change at once, pockets of ‘what right looks like’ are coming into existence
and producing results in minimal time. Software factories are emerging as large agile
engines to rapidly develop and field software solutions for the front-line forces. Software
factories are an alternative to developing solutions in-house, reducing risk by allowing
professionals in agile environments, build a software application and provide the long term

sustainment necessary to update software through its life cycle.

The United States Army is capitalizing on small areas of software development
excellence and taking it to a new level. The Army’s Futures Command has developed a
unique approach to solving software issues, creating its own software factory to tackle

software development.

The Army Software Factory concept intends to derive organic cultivation of
software developers and coders from within Army ranks, working with individuals from
industry, to help solve software problems or develop new software for the Army. Many
soldiers have the requisite skill sets and the Army wants to capitalize on it (Thayer 2021).
The Army is offering its entire force the opportunity to apply to become a member of the
Software Factory. Applicants do not need to have a background in coding or have any type
of formal training, however many have experience from their natural curiosity from
childhood or in their spare time (Marci 2021). The Army will then place them into a cohort
for six months of formal training, with four cohorts conducting the formal training spaced

throughout a calendar year.

ACQUISITION RESEARCH PROGRAM
DEPARTMENT OF DEFENSE MANAGEMENT
NAVAL POSTGRADUATE SCHOOL

27



1. Unique Service Approaches to Software Development

The Navy is taking a similar, yet slightly different approach with a software factory.
The Navy has established the Forge at the University of Maryland College Park with teams
from the defense industry, small business, government, and academia—all taking a new
approach to quickly solving the Navy’s problems and outfitting sailors with new and more
lethal capabilities through rapid software development, certification, testing and fielding
(Eckstein 2021). Naval vessel capability has been largely measured by the quality in naval
architecture and weapon systems installed (Lavelle 2020). The Navy has now recognized
that to keep pace with adversary capability, it must close the capability gap. Instead of
fixing software issues for fleet feedback items during re-baselining of major systems, the

Forge is to tackle and provide updates to software based on feedback from the fleet.

The Air Force has taken an approach which is more akin to what the Army is trying
to establish through the Futures Command. The Air Force adopted the DevSecOps process
through a new command named Kessel Run, which works directly with industry partners
and Air Force personnel to help develop secure software to fit Air Force needs in a fast and
cost-effective manner. The focus of Kessel Run was to help support the Combined Air
Operations Center (CAOC), in the U.S. Central Command, with their software needs.
Defense contractors were unable to fulfill the needs of the CAOC in a timely manner, and
an Air Force officer developed an Air Force organic software development capability with
the Kessel Run program. Fielding the KRADOS software within three weeks as a viable

solution for operational forces (Katz and Ising, 2021).
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Figure 13. Software Factory Ecosystem. Source: Software Factories (2022).

The Air Force was the first of the services to adopt a software-centric development
center or software factory, to help fill software needs organically, but also to enforce
industry practices to help reduce the time and cost for new software development (Kessel
Run 2022). The Army software factory is trying to emulate the Air Force approach but also
incorporate more soldiers into the process by offering tours with full training for those who
are accepted to the program. The Air Force has career fields for program management and
software program management and not specifically bringing airmen into the process to
work side by side with industry, but instead the Air Force manages and steers the software
development in the desired direction. From joint experience, the Army likes to be involved
in processes and also own the process. So, seeing the Army bring in soldiers to work
directly in the process, with industry, providing field experience and feedback directly into

the development at hand, is the right way to do it, but with the Army approach.
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2. Soldier-centric Design

The approach by the Army is placing the soldier at the center of the design. By
placing the soldier at the center, the Army is allowing the soldier to think critically and
solve problems while working in a dynamic software development environment. Soldiers
coming from the field have a clear understanding of what a soldier’s needs are, operating
environment, systems capabilities and limitations, problems that need to be solved, and a
soldier’s sanity check. Soldier-centered design places the soldiers, who will ultimately use
a system, squarely in the center of the design process and ensures that their needs are the
foremost consideration when making design trade-offs and decisions (Knepshield 2021).
Soldiers who are coming from the field have a unique perspective of understanding daily
life and how business is done day to day. A soldier developer has years of experience to
provide insight into what the needs are in the field and how it will work for another soldier
on the front line. The next perspective a soldier can provide in the development of software
is what the operating environment is like (Siter 2020). The operational perspective can
provide insight into what software actually needs to do or provide for the soldier in the
field. Soldiers have operational familiarity of equipment being used, how current processes

work, needs for new software, and what is practical in the field.

3. The Army Cohort Model

The Army software factory has developed a cohort model, grouping new
participants as they enter the program and progress through their tours. The cohorts begin
every six months with 25 active-duty Army and five Department of the Army civilians,
totaling 30 individuals. The cohort progresses through the program’s three phases at
roughly the same timeline but along different paths, based on individual tracks. Cohort

members are given 18 months to complete phases 1 and 2.

The first phase is an industry technical accelerator, designed to provide a baseline
and a common understanding of each of their respective tracks. The basics of DevSecOps
is also taught to all cohort members. There are four possible tracks each individual can
take: Product Manager; User Experience / User Interface Designer; Software Engineer; and

Platform Engineer.
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The second phase begins with cohort members’ placement into software
development teams and assigned a current software problem being faced by the Army.
Industry experts are then paired with the teams to coach and mentor them while also
contributing to the task at hand. The teams then begin to scope and frame out the problems

leading to design solutions.

At the conclusion of the second phase, cohort members will graduate to become a
member of the software factory team. The third phase begins once they become full
members of the software factory, continuing as members of software development teams,
working on solving problems for the Army. What individuals will do after the completion
of their 36-month tour is still being developed by the Army, but the plan is for these
individuals to continue working to solve Army problems, supporting other commands

(U.S. Army 2021).

4. Future Force Design

Teaching soldiers the new skills to bring to bear on problems the Army is facing
will lead to a change in how the force approaches problem solving and at what level
problems can be solved. The Army software factory is nearing the end of its first year and
will have produced 120 trained individuals to operate in software product management,
user experience/interface design, software engineering, and platform engineering. Over the
next ten years, if the software factory numbers remain static, the Army will have 1,200
trained individuals put back into the Army with unique training and understanding of
software development. These individuals in turn can educate their gaining commands in
the process and efficiencies with how the software factory works, but also working on

developing or solving issues at their level will be extremely beneficial.

5. Combatant Commands Need Software Factory Capabilities

If USSTRATCOM had the capability to utilize capacity at a software factory, the
change detection database could easily have been completed within a similar timeframe
and to DevSecOps standards. What a software factory can do, that the TPIWG could not,
is develop interoperability with other proprietary software used by the command, where

data intersects and used by multiple entities. The TPIWG used JEMA in the version I of
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the change detection database because access was not granted between the programs and
JEMA was an easy intermediary to extract data, but it could not extract data in the fidelity
needed. Version II of the software does a better job at extracting data, no longer utilizing
JEMA, but through arduous work with J56 to gain access to databases the command
maintains, the change detection database is more capable. A software factory would have
a centralized knowledge of how all software works, interacts and shares data within the

command, creating solutions with each iteration of the agile development cycle.

Software factories are expensive to operate, having an overhead cost a combatant
command could not justify. However, if a partnership is built with a geographically
collocated software factory (Figure 12) and spare capacity is contracted out to fill the needs
of a combatant command, this presents a lower cost solution to solve software needs in a
fraction of the time it would take to contract out and wait for software development. This
will also reduce risk of having non-specialized individuals attempting to solve and build a

software solution.
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V. TPIWG CHALLENGES

The TPIWG transitioned the change detection database from a working group
environment to a sustainment environment under the care of the J52 Automation team. The
automation team currently maintains the database as is, making larger changes and updates

but also researching contracted sustainment options.

Long term sustainment funding vehicles are few and far between for software and
applications. The J52 is not appropriated funding for software and development and neither
is the J56 for that matter. This lack of funding means that gaining and sustaining viable
products for the organization can be a challenge when “innovating from within.” Therefore,
J52 use of Microsoft Access is demonstrative of “creative” use of tools that the command
makes available and not really innovative. In short, J52 logically tied our innovation to a
capability gap that exists among current applications. The next step is to contract support
for the larger enterprise of applications that will be sufficient for developing the solution

that replaces the Microsoft Access product with a sustainable application.

“Sustainability” is the key concern in this situation and has three definitions for the

J52 division:

o The organization is billeted with the appropriate skill sets to use and

maintain the application;

o Funding available for enhancing, changing, ensuring that the application is

viable for operation in the workplace (e.g. IA/cyber sec updates);

o The organization can use the application without the risk of the application
introducing risk of mission failure (e.g., massive data corruption events/
errors that either have an actual or perceived impact to the organization’s

mission).
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1. Challenges of program funding when the end requirements are
uncertain from a Cost/Schedule/Performance perspective: Is there a
color of money issue?

There are currently no color of money issues with the change detection database.
J52 has obtained simplified acquisition of base engineer requirements (SABER) funding
though the USAF. Lockheed Martin is the primary contractor to work on the SABER
contract, funded by AFLCMC, but with a scope of work limitations (Figure 14). J52 has
neither levied a requirement beyond the scope of research and development for SABER,
nor levied a user requirement to Lockheed Martin beyond the scope of their work. The
challenge is getting J52 objectives met within the scope of research and development with
SABER to deliver a MVP. The other challenge is getting Lockheed Martin to deliver on a

timetable that provides utility and buy-in from the user community.
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ATTACHMENT 1a - SCHEDULE OF MILESTONES

STTR funds will not exceed $1.25M

The below chart should delail the proposed milestone list. Milestones will correspond to a measurable event’s completion, e.g.,
baseline execution plan, test plan, prototype production or a component thereof, final report, etc. Status reports shall not be
milestones. The milestone description should indicate demonstrated completion. Associated milestone payments must reflect
compiehensive completion casts.

relative level of effort across
the user community and
enable leader decisions

reports (MOP, MOE, change
data analysis), including metrics
and data points, that enable
leader decisions.

reports routinely (daily,
weekly, monthly) and on-
demand.

TASK EXPECTED DELIVERABLE ACCEPTANCE PAYMENT
Max 15 milestones. DELIVERY CRITERIA Moax STTR funds
(MONTH $1.25M; non- STTR
AFTER Federal funds,
CONTRACT wff:('r’i;’m v (f' itz);nu;:z
AWARD must be identifiec
Deliver automated target Award + 3 months Produce, lest, and deliver a The application detects $250,000
change detection solution change detection medule on record changes in databases,
JWICS that notifies analyst notifies users of change by
groups of changes to target type, and displays the data
records. that has changed.
Track role-based user Award + 4 months Know ledge management The application tracks user $250,000
actions on change detection (tracking and analysis) aclions conceming record
capability within the application change, tracks the amount of
time users spend actioning
the change
Create metrics for assessing | Award + 6 months MOP: total number of changes The application provides $150,00
organizational measures of detected (by analyst, by region, metrics/data points that
performance and measures by target type, by RESPROD), demonstrate its capability to
of effectiveness total number of analyst actions detect change, and provides
taken insights into how effective
MOE: total time analysts spend the organization is structured
in change detection, total given the volume of record
number of “noise” reports change compared to
climinated/filtered, analytic data available manpower.
on regional analysts” time
compared to detected volume of
change.
Analyze data change over Award + 9 month Advanced analytic capability to The application captures data $250,000
time aggregate change data over user- change over time and
defined periods of time. analyzes it for trend analysis
and insights,
Create knowledge about the Award + 12 months Advanced analytic capability The application deseribes the $250,000
operational environment that provides insights into the types of data that are
that eludes current analytic change data, extrapolating the changing over user-defined
capabilities meaning of the change given the periods of time and provides
physical and functional a baseline for analysts to
characteristics determine analytic
significance of the change.
Create reports thal assess Award + 15 months Reporting function that formats The application produces $100,000

Figure 14. J52 SABER Schedule of Milestones
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2. Positives and negatives of conducting work in-house

Positives of doing the work in house: J52 controls the speed, detail, accuracy,

prioritization of Microsoft Access development and is LOW COST.

Negatives of doing the work in house: J52 personnel are not software developers,
which means that inherent limitations of Microsoft Access are imputed into the
methodology and model. Microsoft Access databases are difficult to manage over time. If
the J52 single individual, not an exaggeration, can no longer update the product, then a

mission risk exists for the division.

3. Challenges are faced by brining on a contractor in this type of
environment

The challenges of bringing a contractor into the workplace relate to security, and
the fact that J52 does not have a JWICS development environment. This means the
software must be developed and deployed elsewhere. This is a challenge shared with
Lockheed Martin as well. Lockheed Martin has conducted business with USSTRATCOM
long enough, that there are business practices and procedures in place to mitigate this issue.
However, getting both the developer and user in front of the software, in the workplace
where the user works, is the single greatest challenge and most important to solve. Direct
developer and user interaction leads to the best results, both in developing the software to

a fully viable product and in user acceptance.
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VI. SUMMARY

This case study has covered the TPIWG process at USSTRATCOM, Agile software
development, DevSecOps, creative development and the exciting software factory
prospects being developed by individual services. It is important to recognize the reliance
on software within the DOD and its use for large quantities of data and across all weapon
systems. Software needs will only increase with the increased reliance and the timeframe

that software will be need to be fielded or upgraded will only decrease.

Exploring creative solutions to design and field better software, quicker and at a
lower price is beneficial not just for the DOD but for developers and contractors who
support the DOD. Partnering to increase efficiencies and understanding of needs will create
a better environment for problem solving and useful tool creation for the customer.
Software factories provide the capability previously mentioned and should be leveraged by
more DOD agencies and combatant commands. Services have always leveraged the
ingenuity of their personnel to solve problems and the services have now captured the
ability of their members to solve software problems in an environment which allows them

to focus solely on the problems, teaching the DevSecOps and agile processes at software

factories.
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VI. RECOMMENDATIONS

It is recommended that combatant commands adopt agile development models to
build software solutions and managing its development or to make use of the service level
software factories, expanding the use of the joint force, creating solutions faster, at a lower

cost, reduced risk and with proper security protocols.

In-house software development can become cumbersome if the properly trained
individuals are not on the product team. With the properly trained individuals, adopting an
agile development method will help keep the team focused and on track to accomplish its
initial task. Agile offers a model where a team can design and implement in an iterative
fashion, and doing it yourself is always cheaper than paying someone else to design and

create a product.

Lower costs can be achieved through a more efficient process at the software
factory level rather than seeking proposals to requests for bids in software development.
Individuals at the software factories are trained professionals who are well versed in
software management, coding, software solutions, software development problem solving
and management of information technology systems. Software factories also have the
required development ecosystems to provide the security necessary for the DevSecOps
process with the speed of an agile development cycle. Further software development
timeframes will be shortened and customers will have a lower level of risk along this
software development path. Higher risks are incurred when doing the work in house or

contracting to a third-party vendor.

Combatant Commands do not need to contract with software factories full time, as
this may not be necessary. However, as project such at the TPIWG arise, combatant
commands could rent spare capacity from software factories. If the scope of a software
requirement increases, full time production may be recommended by the software factory
to ensure risk remains low. Software factory use should be explored further, allowing

specialists in software development to properly create solutions for customers.
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