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Decision Knowledge Requirements

* Along the acquisition lifecycle
many decisions need to be
made under uncertainty

* Increases (maximize) the
amount of knowledge of a
system K at decision points

Max AK;t — 7T

* Create earlier decision points
based on meeting knowledge
thresholds for the decisions

at an earlier date
Threshold = K;t — 1

Figure 1: Traditional Acquisition Process
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Model-Based Systems Engineering

MBSE allows for the movement of data across system boundaries.
To support Al testing we need to also move data across time.

By using MBSE as the framework we can insert technology

including Al based predictive analysis to predict training sets and performance
of future embedded Al systems.

In order to facilitate the ability to move data across both tasks and

different parts of the lifecycle we need to integrate models across threat
modeling, development and test.




Metrics

* Challenge: Current testing metrics are based on
designing test around validation of performance to a
specific requirement.

* Opportunity: To change the way we look at test from
verifying performance to predicting future performance
of the system.

* Need: Develop knowledge-based metrics that support
an understanding of our level of knowledge of the
system.




Requirements Development

Insufficiently developed business cases leads to increased
timelines and costs due to overestimating current knowledge
and accumulating risks throughout the phases.

GAO-23-106059,
GAO-21-511T

Is there sufficient detail in the business case allowing for
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N e e d fo r m et ri C S t h at C a n b e Testing the prototype after making production decisions
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Is the program using or facilitating the use of iterative

5. Requirements All or nothing approach to requirements development N
qui ingapp qul velop requirements development?

Single, large scale contracts limitincremental capability
development often leading to extended timelines and GAO-24-106831
increased costs.
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Development



Metrics (Knowledge, Expectation, Risk/Opportunity)

For specific decision milestones (D), compare measured knowledge of
the system and its aspects (N) to necessary knowledge to make the

decision
N
KS,D — zlA (KD,N,measured o KD,N,ex'pected)

Evaluate specific tests or sets of tests to support decisions against
requirements (Ry) and performance factors (Py)

N test
AKs= E KS,N,test PyRy
1

Risk can then be associated to knowledge of the system (Kg \)

N
Min Risk = Max Z Ksrn
1



Knowledge Accumulation / Trade-Off Analysis

* For knowledge growth to be meaningful it needs to be
compared with reasonable expectation for knowledge
accumulation on the development and acquisition
program in question.

* Deviations (delta knowledge (A K7) from expected
knowledge accumulation impacts risk and opportunity
in the excision of the program.

* Risk of successful development

* Opportunity to acceleration the program do to grater knowledge of
program success.

Notional Knowledge Increase with Respect to
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Each source of knowledge of the system (legacy data, design
data, modeling and simulation, developmental test,
operational test) contributes differently to the total.

The total integrated test program can be optimized to maximize
knowledge and reduce risk at critical times in the program.

Alternative test (knowledge) approaches (M&S, and design
data) can be used based on to optimize knowledge and test
programs.

The trade space analysis will trade different test program
alternatives against risk and schedule

Testprogram | ||| | ||| [l Risk_
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Knowledge Sources

 Knowledge Sources

1. Legacy system data
Design data
Modeling and simulation
Developmental test
Operational test

ok DN

* Characteristics to Model
1. The knowledge source class
2. Therequirements that this knowledge source is linked to
3. The design sub-systems related to this knowledge source
4. The similarities of the knowledge source to the true system being designed
5. The performance profile coverage for the specific knowledge source (including operating environment)
6. Thereliability of the knowledge source
7. The fidelity of the knowledge source
8. the schedule associated with the knowledge source
9. The costassociated with the knowledge source
10. Therequired inputs and predecessor event(s) to execute the knowledge source.



Knowledge Representation Stack

Risk-based decisions

Knowledge source trades

Knowledge metrics (accumulated knowledge vs. expectations)

Models of knowledge sources

Test models

System design and models

Mission / requirements




Modeling Interphase
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Decision Support Prototypes
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Key Use Cases

* Use Case 1: High risk, technically challenging development
* Need: To understand when, where and how great the technical challenges
are on complex programs

* Better and objective mathematical representation of risk based on
current and needed knowledge

* Goalisto avoid huge schedule and cost overruns in high risk programs

* Use Case 2: Opportunity for accelerating test and programs

* One of the key goals of the DoD is to accolated the development of
programs

* Knowing that testing is redundant with existing knowledge

* Clasping test programs, relying on other knowledge gained earlier in the
program



Tetris-Based Model

Tests

Time



Trade Space Analysis

Test programs include a wide range of different tests and models and simulation
efforts for some or all of the system

As we determine based on the knowledge surpluses and deficits are discovered, the
process is then to look for ways to reshape the test program

However, test programs are not that simple, test programs can be best represented
a complex three dimensional matrix of time, test class and the requirements that the
test (knowledge source) can provide insight into

As we see risk (the need for more knowledge), or opportunity (a surplus, or
redundance of knowledge) we can then look to add or delete tests as needed

Because tests and test resources are complex, interdependent and interconnected
we get to a complex game of 3D Tetris to add tests in some areas, and delete them
in other areas and overall create a test program that used less resources in time and
money



Trade Space Analysis / Test Plan

Requirements

-.. Cost =
- Schedule =
Test Class . .

Time



Value Proposition

* In response to the stated need to increase the transparence and
understanding of risk in the development of new technologies this
project will:

* Provide the means of evaluating the ability of the program to accelerate
the test program at specific level of risk

* Provide the means of understanding the needed level and amount

modeling and test for a program in order to reduce risk to an acceptable
level

* Provide the means of evaluating the mix of M&S, developmental, and
operational test that will best support a specific program, given the
knowledge captured by legacy and design



Conclusions and Recommendations

* The knowledge metric construct takes a significantly new
perspective on the purpose of test

* |[n the past test has been a method to validate compliance to
requirements

* The new construct see’s test as one of many knowledge sources that
can be used to predict the future performance of a system under
development

* This new outlook and associated metrics gives us the ability to
better manage risk and opportunity on programs, and to manage
portfolios of programs

* To make these metrics and analysis work, will requirement
programs to model and characterize knowledge source and work
more closely with venders who maintain the design knowledge
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