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Presenter
Presentation Notes
Hello, my name is Nick Tran and I am a defense acquisition subject matter expert at the MITRE corporation. I’ve been with MITRE for about three years, advising various DoD organizations on how to transition early-stage capabilities and prototypes to the acquisition and production phase, providing analysis on how to increase supply chain resiliency, and recommending how the DoD can accelerate acquisition processes. Before MITRE, I was a DoD Navy civilian for 14 years, working in areas in Contracting, Program Management, Acquisition Policy and Requirements Analysis.
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Presenter
Presentation Notes
I will be presenting on the use of Publicly and Commercially available information and how to apply it across the U.S. Government in an effective manner. The MITRE Corporation, a not-for-profit organization that manages Federally Funded Research Development Centers on behalf of the Federal Government, has done several years of research in this growing field to increase the Government’s understanding on how to best apply this to national security issues. Working with Government and industry in the area of PAI and CAI, I will call it PAI from here on out, we have identified more than 300 commercial partners, profiled 85 PAI vendors, conducted 115 assessments on PAI capabilities and conducted experiments through 60 contracts with PAI vendors.


The Value of P/CAI to the U.S. Government

“The explosion of OSINT in recent years has transformed how governments and people around

the world consume and process information about society and global issues”
- The Assistant Secretary of the Bureau of Intelligence and Research, U.S. Department of State (2024)

= P/CAI are typically available in the form of
digital exhaust from users of commercial
and consumer technologies.

= Advancements in technology to capture
P/CAIl is expected to grow.

Global Data Provider Market Size by Revenue
(Us$ Billion)
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USG access to P/CAl enables the full breadth of national security, public policy and economic objectives
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Presentation Notes
PAI is considered open source intelligence, OSINT, in the intelligence community…though typically provided through typical means like census data and government records, through traditional media platforms, and imagery data to include those taken by satellites. 

PAI in its modern form, as it relates to this topic, is data that is being generated based on how users interact with technology platforms, whether it be through logging into your social media platform, browsing websites, using applications on your smart phone, driving with your internet connected vehicle. The owners of these platforms would then sell this type of data to whichever company could benefit from it for their own use cases.

PAI is also known as alternative data in the private sector. The first big users of this type of data were financial firms, such as hedge funds, who would make investment decisions on this type of data – trying to get the edge, increasing their alpha, maximizing their trades. Commercial and consumer goods then started to use this type of data, helping them shape their product development, marketing strategies and pricing structure. As those industries realize the benefit of PAI, so now does the Government, especially when collected in the aggregate with use cases ranging from dependencies on critical minerals sourced from adversarial countries to foreign influences and financial ownership in companies who are critical to U.S. supply chains.


Challenges with Using P/CAI

Data Conditioning,

Procurement Access and Delivery Integration and Compliance and

Authorities

Analysis

167 of F/CAl awards unaer APl VS BUIK:
the commercial threshold usea lradeolTs amonqg access and analvsis, It may take leqgal frameworks dictate
indefinite delivery vehicles, Scalability, batch processing, months to analyze dozens of makes data sharing
representing an 82% and computing resources. entities of interests and their complex to coordinate
opportunity for USG to relationships (vice hours). interagency response.

coordinate requirements.

There is a vast opportunity for USG agencies to coordinate with each other and leverage collective buying
power that would achieve economies of scale and minimizing duplicative contract efforts, reducing cost
from duplicative development efforts to integrate and analyze the same information.

Varying authorities and policies on P/CAIl usage presents a challenge for developing an enterprise solution
to streamline, scale, and share P/CAI.
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A lot of Federal agencies have been using PAI over the past several years. Including myself while I was at PEO Aircraft Carrier and at ASN(RDA), assessing critical supply chains vulnerabilities on defense platforms.  As a matter of fact, just over the past three years, the Government as a whole procured more than $300 million worth of PAI across about 900 contracts to 40 vendors under the simplified acquisition threshold for commercial goods and services of $7.5 million. Now of all that, 18 percent of those awards used some sort of indefinite delivery vehicle such as a IDIQ, BPA or a BOA.

So I share that because the problem isn’t that the Government isn’t using PAI. They are, but is the U.S. government doing it in a deliberate, strategic manner that can also benefit from collaboration with other agencies with similar objectives to help achieve a Whole-of-Government approach? Or are we just seeing silos of excellence and potentially duplicative efforts across different agencies?

As it relates directly to procuring PAI, this alone is an opportunity for USG agencies to aggregate their requirements and put together some sort of indefinite delivery vehicle just for the use of PAI, which would help achieve economies of scale through volume based pricing, consolidate and streamline contracting efforts – as well as provide some sort of demand signal to industry and allows them to ramp up on their end.

Procurement is just one part of it. The next part is how do you want your PAI, through API access for instant access from the source or having the data deliver you a file with their raw data on a recurring basis? There isn’t a wrong answer, it depends on your data strategy and how you want to scale your capability/analysis. APIs are ideal for rapid scalability as it allows your system to ingest data seamlessly across various sources. However, there could be lag time to the core system and bog it down with all of those API connections, especially when you are looking to query against several dozen, if not hundreds of entities. Bulk, raw data files on the other hand, transfers the responsibility of data processing and storage from the vendor side to the user side so you need to be able to have the infrastructure to support bulk, especially if you want to use multiple sources and scale. But that said, it does allow for pre-processing, or batch processing, which can reduce lag time associated with data querying.

Once you get the data, you need to be able to condition and process it for integration to be used for analysis. Now you may have a robust portfolio of PAI sources, but its value is limited to the system’s ability to ingest all of that for analysis in a timely manner. Imagine trying to analyze just a dozen companies over several different sources on your own across several data sources. It’s going to take a long time. And to complicated matters, those different data sources may have different names for your entities of interest, and those entities of interest can change in real time when there are buy outs, mergers and acquisitions – further adding manual effort to your analysis. There are tools and capabilities out there, such as entity resolution where companies track how entities evolve over transactions and tie them to several external data sources. Other companies offer automation tools to speed up the analysis of several dozen entities across multiple data sources from months of manual analysis to hours of automated analysis.

Lastly, sharing the data with other organizations and agencies is challenging due to different authorities. These are governed by things such as the privacy act of 1974, executive order on US intelligence activities, differentiating policies on collecting US Persons information between Title 10 defense organizations and Title 50 intelligence organizations. Then there are other agencies out there such as commerce, treasury and homeland security with their own authorities. This dictates what each agency is allowed to see, which drives data access limitations – for example not being able to see data from a particular geographic region. . A lot of the times, agencies don’t’ know what other agencies are allowed to see and may not fully know that a small subset of data in their analysis may prohibit another agency from seeing that due to their authorities. These are limiting factors when it comes to sharing analysis between agencies and organizations. This is a significant challenge, especially when trying to coordinate interagency responses with a powerful asset such as PAI, while our adversaries are not legally constrained by such policies. 
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So I spent a lot on the challenges. How do we go after them? Well, it takes a village, a village of government agencies with common objectives and similar use cases around PAI to band together in the name of achieving economies of scale through enterprise level procurements and reducing duplicative efforts associated with data management, data science and analysis when it is highly likely that you are probably trying to achieve the same thing.

This chart describes the four recommendations we have outlined in our paper, which addresses:

procurement through modular contracting, using the a variety of contracting vehicles to achieve optimal flexible and maximum value
identifying opportunities for shared services and resources when it comes to data standardizations, ontologies, conditioning, processing and querying to reduce as much upfront effort as possible
A centralized authorities library to be able to deconflict what can be shared and streamline data elements and analysis that can be shared across various agencies.
And lastly, various enabling pathways, or how I would describe as how agencies can collaborate with one another to fully maximize the value of PAI across the federal government.



Modular Contracting

Being able to leverage a portfolio of contracts for different situations and requirements to
provide maximum flexibility for rapid acquisition and cost savings.

1. Value Add:

Provides USG agencies flexibility with varying P/CAI requirements and expertise, ranging from one-time specific data
needs to an integrated solution.

Enables USG agencies the ability to deliberately scale and evolve a robust data portfolio over time.

2. Roles:

USG agencies to coordinate/aggregate their demand signals for common requirements.

Acquisition professionals who understand agile requirements and non-traditional P/CAI vendors.

P/CAI industry partners who understand USG challenges from IT requirements to national security use cases.

3. Actions:

Pre-negotiate interagency IDVs with volume-based pricing, terms and conditions.

Leverage CSOs and OTs to advance novel P/CAI use cases from a growing industry.

MITRE
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When it comes to modular contracting, in the paper we recommend a few types of vehicles, based on the data needs and expertise level. As mentioned, it’s important to have a portfolio of contract vehicles to maintain flexibility and agility, but not everything is one sized fit all. For example, if there is a particular domain that you are lacking expertise in, perhaps cyber vulnerabilities, logistics data, or maybe something even technical like how to ingest data sources and have tools to analyze them, then you may want to use a Governmentwide Acquisition Contracts for turnkey solutions. If your in house knowledge is pretty strong in a data domain area and you know the type of data source you are looking for, you may want to use a Blanket Purchase Agreement. Similarly, on the technical side, if you know what data tools you are looking for to help with processing and automation and entity resolution, Basic Ordering Agreements would be good to use. And lastly, I would recommend the use of commercial solutions offerings and other transaction authorities to experiment with new use cases and new types of data. I do want to note that acknowledging that the DoD’s preferred contracting mechanism for software and technology are using Other Transaction authorities, but we also understand that not every Federal agency has the authority to use them, 


Technical Application Shared Services

Centrally sharing knowledge of readily available capabilities can address common technical
challenges among USG agencies and provide immediate value to improving P/CAI analysis.

1. Value Add:

Increase automation capabilities through sharing of proven tools and best practices to minimize duplicative development.

Enable organizational interoperability through common data standards, ontologies and dictionaries to maximize data value.
2. Roles:

« Systems Engineers to develop underlying infrastructure and integrate tools that can facilitate use, access, sharing and
interoperability of data across the USG.

« Data Scientists to develop common algorithms, queries and applications that can be shared with other agencies with
similar missions and objectives.

- Data Management Experts to optimize resources for data processing and storage to support adaptation of common tools.

3. Actions:

Establish shared repositories and connect with proven tools.

* Ability to collaborate on common technical challenges using shared resources.

MITRE
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Okay, so after you get the data …how do you process and analyze it? So as I alluded before, agencies that use PAI will most likely have use cases that overlaps with use cases from other agencies. This provides an opportunity for analysts to share how they query data across different data sources, to include developing algorithms to support the automation of such queries. From a back end perspective, this can include code on how to integrate data, whether it be APIs or bulk delivery, as well as processing and conditioning it. It is highly likely that all agencies will encounter this same back end items regardless of use cases. Overall, as the use of PAI continues to grow, it would be beneficial to share these common best practices and approaches with everyone in this space rather than having to go at it from scratch, saving further time and resources. This would be enabled by some sort of knowledge management tool and capability, through avenue such as a community of practice. I understand that mil suite is going away, or already went away? But an equivalent to that would be a huge enabler for something like this.


Centralized Authorities Library

Compliance tracking across P/CAl is important because the permissibility of accessing data is
restricted to USG agencies with authorities to search them.

1. Value Add:

Able to facilitate how data can be queried, shared and stored to support oversight and accountability.

Ensures that the data received by a USG agency is compliant with their respective authority and prevent violations.

2. Roles:

USG Agency-to-Agency Liaisons to ensure authorities between USG agencies that want to share data with each other are
within compliance.

Centralized Authority Database Stewards to ensure authorities are current and are appropriately implemented.

3. Actions:

Create a centralized library of taggable authorities across USG agency governance frameworks to enact access control per
each participating USG agency.

Develop a capability that can review and validate authorities between USG agencies to enable sharing.

MITRE
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We talked about the difficulty of sharing data with other agencies due to the different authorities that would allow them to see and analyze certain types of data, from type to region. At the very basic level, we do recommend some centralized capability that tracks the different authorities on using PAI and being able to tag that to not only agencies who are using PAI, but also to be able to tag analysis with such authorities as well. This would allow users from different authorities to see data and analysis that aligns with what they are allowed to see. I understand that there could be some security considerations as some more specific authorities could be at higher classification levels, which further adds to the challenge on figuring out what can be shared. This is why having humans in the loop, from agency liaisons and stewards are very important to facilitate this.


Application Pathways (Interagency Collaboration)

Collaboration across USG agencies provides opportunities to aggregate and partner on
common requirements and use cases to reduce cost and minimize duplicative efforts.

1. Value Add:

Streamlined execution of interagency responses and common efforts to minimize duplicative efforts and reduce cost.

2. Roles:

« Interagency groups to establish the framework for collaborative efforts and sharing of best practices.

« Congress to legislate and/or fund high priority areas that require interagency collaboration.

« USG agency Chief Data Officers and senior leaders for national-level policy changes to increase data sharing and improve
collaboration across authorities.

3. Actions:

|dentify/create a managing organization to centralize P/CAI acquisition efforts.

Collaborate on building a workforce with P/CAI expertise.

* Pursue centralized coordination through congressional action, agency directive or interagency agreements.
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There is a central theme with the last three commendations that we covered – which is the need for interagency collaboration; aggregating and identifying common data requirements to maximize the full purchasing power of the government, creating a community of practice to share technical best practices and approaches from analysis to development, and agencies working together to understand what authorities are out there to share data and how that can be linked back to the different use cases to better facilitate the sharing of information.

There are a lot of mechanisms 


.

1.

Conclusion and Considerations

Managing Agency for

Centralized P/CAI Use

Partner with an organization that
provides centralized contracting services:

Aggregate requirements across USG
agencies to achieve economic
efficiencies.

Use modular contracting to provide
maximum value at the speed of
relevance.

Consider different requirements from
diverse stakeholders with different
title authorities.

Workforce Expertise

Use a cross-cutting team to maximize
the value derived from P/CAI:

1. Acquisition experts who can align
data scope and to appropriate
pathways.

2. Technical experts who can integrate
data management, and processing,
conditioning.

3. National security analysts who can
inform requirements with use cases
in changing environments.

Interagency Collaboration

Provide opportunities for USG agencies
to partner with each other:

1.

Coordinate requirements and efforts
to reduce costs.

Collaborate on technologies,
analyses and approaches to
minimize duplicative efforts.

Modernize policies to allow for more
effective coordination in support of
interagency responses.

Creating an acquisition system that scales is critical for success while adhering to new executive orders focused
on modernization and streamlining of defense acquisitions and centralizing procurement of services.

MITRE
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Establishing the foundation, then getting out of the way

Show real examples on each part of this


» Centralized Authority coordinates and pre-negotiates
adaptive acquisition vehicles for enterprise use

> Shared development and management services integrate
data conditioninqg and commercial solutions

» Compliance through automated tagging of
queries from authorities library
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