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Unpacking the Authority to Operate (ATO) Process: Implications for the DoD

Presented by Capt Grant Wilson, USAF Contracting Officer

Study Conducted by the alumni of the 2024 NPS Air Force Element Cohort. Credit to the 13 Contracting Officers listed on Slide 14

Study Sponsored by Lt Col Daniel Finkenstadt and Lt Col Jamie Porchia. Former and current Assistant Professor of Defense Management for NPS’s Department of Defense Management, respectively. 
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Our study began with a conversation between Air Force HQ and the Chief Information Office. The problem presented by these organizations revolved around the Authority to Operate process. The ATO is the DOD directed process for onboarding new technologies into the DOD and service branch networks. This process is required under the Federal Information Security Modernization Act of 2014 and the Department of Defense Directive 5144.02 which required the Chief Information office to establish policies and guidance on how the departments would manage the enterprise-wide information systems architecture. HQ AF and the were made aware the ATO process was daunting and complex which presented numerous challenges in which a new technology would take up to 24 months to reach the warfighter. As indicated by our mission partners, we saw a direct negative correlation between this process and interest in business to government actions. We were challenged to better understand the process and find field solutions which may aid in simplifying this process. This led to our main research questions reflected on the next slide…
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What 1s the current state of ATO processes, risk management, and
authority delegation within the DAF?

What are the key decision points, pain points, and stakeholders in
the ATO process?

How can applying process mapping techniques to visualize the
ATO process assist with 1dentifying areas for improvement?
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Our cohort formed the basis of our study by wanting to understand the following:

What is the current state of ATO processes, risk management, and authority delegation within the Depproblem-solving the Air Force?
What are the key decision points, pain points, and stakeholders in the ATO process?
How can applying process mapping techniques to visualize the ATO process assist with identifying areas for improvement?

Each relied on our improved understanding of concepts such as process mapping and complex problem-solving techniques utilizing the DoD’s “Hacking for Defense” methodology. This methodology, as reflected in the next slide…
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e Two-Stage Interview Process

o Stage 1: Fact Finding and Research Team Synthesis
o Stage 2: Interviewee Validation

o Final Report

e Interviewees:

o 17 key stakeholders were interviewed
m Military and civilian personnel

m Cybersecurity experts

m Program Executive Officers

m Security Managers

e All opinions presented are those of the interviewees

and do not reflect the views of the research team.
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Our methodology followed a two stage interview process. In the first stage, our team engaged with the interviewees to understand their challenges and pain points as well as encompass their “on-the-ground” recommendations for how the process can be improved. Simultaneously, our research team completed the literature review from the FISMA and DODD as well as local guidance reports from the interviewees stations. After we synthesized what we learned from the interviewees and literature review, we conducted a second stage of interviews in which we validated our understanding of the process, took into account their recommendations, and received feedback regarding our process map.

Our interviewees included 17 military and civilian personnel primarily from the Department of the Air Force; however, as we were stationed at the Naval Postgraduate School, we also interviewed a few personnel from the Department of the Navy to understand their process across services. The specialties of each member ranged from cybersecurity experts and security managers to program executive officers. Within our initial questionnaire, follow-up interview, and clarifying dialogue, we focused on the individual experiences regarding the ATO process from each of their appropriate levels. Everything presented is a result of the interviews and is not based on the experiences of the research team. This data enabled our team to create the ATO Process Flow Chart as seen on the next few slides…
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	This Process Flow Chart was built by our cohort and approved by the personnel we interviewed. The black paper icon in the bottom right of each block indicates a report which must be generated and sent for approval. Each diamond indicates a decision point, circle a conclusion point, and rectangle a process step. Although in full, it may seem overwhelming, we identified the flow chart can be split into three main phases; Categorization, ATO approval, and Continuous Monitoring. As seen on the next slide…
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	Is the first phase: Categorization. This is the main phase of the ATO process and contains the most identified bottlenecks. In the interest of time, I want to call attention to each of the 11 documents indicated by the black paper icon. In our interviews, we identified that each document would require repetitive approvals, updated manual checks, and coordination between at least 9 separate agencies. Each would hold the timeline by an average of 1-3 weeks as the 11 documents progressed through the system. Our interviewees drew our attention to the lack of automated details and common practice of a document being rejected or sent for further review as a data point could not be validated automatically. Leading into phase 2 is the next slide…
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	ATO Approval. In this phase, the main stakeholder, the AO, coordinates final approval for the system. Our findings indicated this process should take 1 to 5 days; however, the Air Force is currently experiencing back logs due to the massively increased volume of ATO applications which delay this window. We found that when there is a clear cut requirement that is ready to be implemented, it is approved through the ATO quickly. Unfortunately, very few of those exist or wouldn’t need ATO approval in the first place. The final phase reflected on the next slide…
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	Encompasses Continuous Monitoring of the ATO. The ATO remains active for up to 3 years unless there are major system changes or new threats emerge. The major problem with this stage is the overlapping timeline between monitoring the current performance and preparing for a new ATO. Assuming no major changes to the system have occurred, the new ATO process is streamlined; however, the nature of technology is to continuously improve and most ATO’s must undergo the entire process again due to these changes. Another problem we found especially amongst the military members were that there isn’t a centralized knowledge management system that is easily accessible or known which hurts the entire organization to learn the process again. Our team analyzed each of the pain points, bottlenecks, and the created process map to ascertain recommendations from the field as seen on the next slide.
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e Implement automation

e Shift to continuous integration for tenant
application

e Integrate current security scanning tools

e Shift from administrative controls to
technical controls

e Encourage collaboration
e Apply agile methods

e Broader adoption of emerging trends and
advancements
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These are the recommendations we gleaned from the field. Each provides general guidance on how to improve the ATO process; however, in coordinating with our stakeholders and interviewees, we found specific methods which can aid each bottleneck. Firstly, implementing automation through reducing manual tasks and streamlining repetitive tasks would improve efficiencies. A few programs we were made award of were to integrate current security scanning tools such as Fortify, SonarQube, and Twistlock. Each provide developers with immediate feedback on vulnerabilities. The shift to continuous integration for tenant application falls in line with implementing automated checks in the development timeline as well as integrating those security scanning tools and shifting from administrative controls to technical ones. Specifically, a change in policy would allow for consistent compliance with security baselines to support auditing and alignment with DevSecOps and Agile methodologies.

Generally, an encouragement for collaboration would go a long way for each of the agencies to cooperate and standardize the process for streamlined effectiveness. Utilizing agile methods within the ATO space as well as the software development would promote rapid delivery and focus each of the documents and bottlenecks less on the cost and schedule (which are fixed) and promote the features to change; thereby, removing the necessity for continuously monitored projects to start back at phase 1. Finally, broader adoption of emerging trends and advancements must be taken into consideration such as Zero Trust Architecture (ZTA) and AI and Machine Learning as well as the Fast Track ATO process. Caution of course is given to all new technologies, but stalling is not an option. This concludes my presentation, are there any questions?
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