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The CMU SEl-led

study Architecting the Future
of Software Engineering: A
National Agenda for
Software Engineering
Research &

Development laid out a
multi-year roadmap for
engineering next-generation
software-reliant systems.

Study available online at
https://www.sei.cmu.edu/go/nation
al-agenda
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Software Engineering Research Roadmap (10-15 Year Horizon)

Theory of composability for
model-integrated computing
and quality attributes

Documented patterns and tools
for composition notations,
rules, & relationships

Al-enabled system
specification methods

Design and analysis methods
for Al-enabled systems

Testing practices for

Theory for assured

Qf (gmpgsmon of evidence “Smart composition” Al-enabled systems New quality attributes

Q technologies based on human
Modifiable Assurance Data management in behavior at scale
assurance argument Integrated tool chains support of
arguments templates to assure composed

Al-enabled systems

System instrumentation to
behaviors at scale

monitor effects of system
Automatic detection if a before & during Uncertainty on social behavier
system change invalidates TLTHTE management
an assurance argument

methods

Automated detection &
protection against misuse of
socio-technical platforms

Intelligent

Automatic system update interacting

recommendations based

Continuous
Re-envisioned software

e formalisms & monitoring & wn
h 0n operational data assurance sustainment Expanded set of
development lifecycle ™ capabilities Platforms for qugztum algorithms
continuously evolving
Tool chains for
Data & data models for combining evidence socio-technical
Al-augmented paradigms

to re-assure

Debugging tools
st ecosystems & techniques
Newo ‘ a system standardized
ew formsof Scaled auto-code ; software stack
evidence of quality generation & repair E]?lm:;"-sspecmc e
Automated design, d f doval VISION "
evolution, and analysis tools Evidence of developer

Humans and Al
are trustworthy

collaborators that
J L

Hybrid classical
acceptance Profiling tools Y

quantum algorithms

L

~

, rapidly evolve
Research Research systems bast.ad on Research Research
Focus Topics programmer intent Topics Focus
Areas Areas
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Software Engineering Research Roadmap (10-15 Year Horizon)

Al-enabled system
specification methods

Design and analysis methods
for Al-enabled systems

Testing practices for
Al-enabled systems

Data management in
support of
Al-enabled systems

Uncertainty
management
methods

Continuous
monitoring &
sustainment

Re-envisioned software
development lifecycle

Data & data models for
Al-augmented paradigms

New formsof Scaled auto-code
evidence of quality generation & repair
Automated design, d f devel VI s I 0 N
evolution, and analysis tools Evidence of developer Humans and Al
acceptance

are trustworthy
collaborators that

\ rapidly evolve
L - ) tp Yb q . - TR
Research Research Systems based on Research Research
Focus Topics programmer intent Topics Focus
Areas Areas
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How Advances in Generative Al Affected Our Study Findings

« Based on extensive experience, we've refined our taxonomy to focus on the degree of
Al-augmentation for the software development lifecycle (SDLC) & system operations

High Application of Large Language Models (LLMs) in
Al-augmented Al-augmented Software Engineering: Overblown Hype or Disruptive

systems built using systems built using Al- Change?
2 |
Q

conventional SDLC augmented SDLC techniques
Has the day finally arrived when large language models (LLMs) turn us all into better software engineers? Or are LLMs creating

techniques

more hype than functionality for software development, and, at the same time, plunging everyone into a world where it is hard
to distinguish the perfectly formed, yet sometimes fake and incorrect, code generated by artificial intelligence (Al) programs
from verified and well-tested systems?

IPEK OZKAYA, ANITA CARLETON, JOHN E. ROBERT, AND
DOUGLAS SCHMIDT (VANDERBILT UNIVERSITY)

OCTOBER 2, 2023

LLMs and Their Potential Impact on the Future of Software
Engineering

for System Operations

Conventional systems Conventional systems
. . . . . This blog post, which builds on ideas introduced in the IEEE paper Application of Large Language Models to Software Engineering
bUIlt USIng conven tlonal bUI/t USlng Al' Tasks: Opportunities, Risks, and Implications by Ipek Ozkaya, focuses on opportunities and cautions for LLMs in software

. development, the implications of incorporating LLMs into software-reliant systems, and the areas where more research and
SDLC teChnlqueS Gugmen ted SDLC innovations are needed to advance their use in software engineering. The reaction of the software engineering community to

h . the accelerated advances that LLMs have demonstrated since the final quarter of 2022 has ranged from snake oil to no help for
tec nlques programmers to the end of programming and computer science education as we know it to revolutionizing the software
development process. As is often the case, the truth lies somewhere in the middle, including new opportunities and risks for
developers using LLMs.

Degree of Al-augmentation

Research agendas have anticipated that the future of software engineering would include an Al-augmented software

development lifecycle (SDLC), where both software engineers and Al-enabled tools share roles, such as copilot, student, expert,

and supervisor. For example, our November 2021 book Architecting the Future of Software Engineering: A National Agenda for

LOW H |gh Software Engineering Research and Development describes a research path toward humans and Al-enabled tools working as
trusted collaborators. However, at that time (a year before ChatGPT was released to the public), we didn't expect these

_ H H opportunities for collaboration to emerge so rapidly. The figure below, therefore, expands upon the vision presented in our
Degree Of AI a Ugm € ntatlon In the 2021 book to codify the degree to which Al augmentation can be applied in both system operations and the software

Softwa re Deve | fo) p ment Llfe CyC | e (S D LC) development lifecycle (Figure 1), ranging from conventional methods to fully Al-augmented methods.

Low

See application-of-large language-models-lims-in-software-engineering-overblown-hype-or-disruptive-change
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Impact of Al on Software Acquisition

High
Al-augmented Al-augmented
. . T T N\ A
§ . systems acquired systems acquired e N RﬂSOFT“ A
T 5 using conventional using Al-augmented . "“*EN(d!l\ EERINGAN il 1)
é 'E acquisition methods acquisition methods %COUISITIO\ WITH
)
= 8— GEN ERATI\ E AI
m 3
EI E Slfnuure £ngmeermg Inshtuta (SEN)
U ] ] c 5024 Carnesiefiellon University
o L% Conventional Conventional
O systems acquired systems acquired
o using conventional using AI-augmented J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya,
e acquisition methods acquisition methods & S. Zhang, “The Future of Software
Low Engineering & Acquisition with
Generative Al,” Crosstalk, June 2024.
Low High
Degree of Al-augmentation in the
Acquisition Activities
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Impact of Al on Software Acquisition

High
Al-augmented Al-augmented A military-grade GPS satellite system

.5 . systems acquired systems acquired using tradit{'onal data tra{vsmissi.on
T 5 using conventional using Al-augmented & encryption for operations & is
S B acquisition methods acquisition method: developed using conventional
% E}_ acquisition processes without any
= O Al-augmented tools or methods.
<
U
S 2 Conventional Conventional
O systems acquired systems acquired
o using conventional using Al-augmented
o acquisition methods acquisition methods

Low

Low High

Degree of Al-augmentation in the
Acquisition Activities

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative Al,” Crosstalk, June 2024.
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Impact of Al on Software Acquisition

High . e
Al-augmented Al-augmented GPS—gu:gled munition Wheroel tge

S " systems acquired systems acquired ; Ontent,'s, ',mt A"‘,"{g,’”e”te /’ ut
® 5 using conventional using Al-augmented e CEgUISIE! CEEMIES Gpe) A
S acquisition methods acquisition methods assistance in identifying & analyzing
=) relevant regulations, standards,
% 8‘ & potential security risks.
<9
“QO: & Conventional Conventional
0 i systems acquired systems acquired
o using conventional using AI-augmented
o acquisition methods acquisition methods

Low

Low High

Degree of Al-augmentation in the
Acquisition Activities

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative Al,” Crosstalk, June 2024.

CMU SEI [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
© 2025 Carnegie Mellon University



Impact of Al on Software Acquisition

High RADAR WITH MACHINE LEARNING
Al-augmented Al-augmented
S . systems acquired systems acquired
T 5 using conventional using AI-augmented
S E acquisition methods acquisition methods
53 ACQUIRED
3O TARGETS
25
8 A Conventional
0 i systems acquired systems acquired A radar system that employs machine
o using conventional using Al-augmented learning to identify & prioritize
Low acquired using conventional methods
Low High

Degree of Al-augmentation in the
Acquisition Activities

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative Al,” Crosstalk, June 2024.
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Impact of Al on Software Acquisition

Fligh Al-augmented Al-augmented An autonomous vehic.le or plaltform
S, systems acquired systems acquired that employs Al to navigate while also
® S using conventional using A_T-augmented\ using Al-augmented acquisition
S = acquisition methods acquisition methods processes, methods, & tools, such
% E}_ as text summarization & semi-
= O automated regulatory compliance.
25
E & Conventional Conventional
0 i systems acquired systems acquired
o using conventional using AI-augmented
o acquisition methods acquisition methods

Low

Low High

Degree of Al-augmentation in the
Acquisition Activities

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative Al,” Crosstalk, June 2024.
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DOD Software Acquisition Use Cases

e As software-reliant systems become

<
oo® e\°Q 6\5('
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<—<2years—’ '<: . . .
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DOD Software Acquisition Use Cases

e\océitg.:i‘iﬂ‘ Challenges for acquisition professionals

qx?f o\ @1 <©
Urgent DD | 5 . . .
capability I I I | " E - Heavily regulated environment with
Acquisition
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<2 years— s multiple levels of policy & legal
- oD Rapid I > g Cp ey
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DOD Software Acquisition Use Cases
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DOD Software Acquisition Use Cases

e Challenges for acquisition professionals
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DOD Software Acquisition Use Cases
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Acquisition Example: Software Safety

A. Regulatory documents — Policies, standards,

and guidance documents.

B. Safety Requirements —-Document that Ilists

Policies safety requirements derived from the
regulatory documents that are relevant to a
Standards specific system.

C. Derived Safety Requirements — Document that

Guidance
captures derived safety requirements that

decomposes the safety requirements from top
system level to every software module or
component in the system.

Derived Safety Safety
Requirements d Requirements Verification D. Safety Verification - Collection of safety

verification documents and data, that
summarize the verification evidence (test
results, analysis results, etc.) when compared
to the derived safety requirements.

CMU SEI [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution 1 8
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Acquisition Example: Software Safety

A. Regulatory documents — Policies, standards,

and guidance documents.

B. Safety Requirements —-Document that Ilists

Policies n @ safety requirements derived from the
regulatory documents that are relevant to a
® Standards Finding and discussing areas specific system.

Guidance where text or data is incomplete, C. Derived Safety Requirements — Document that
inconsistent, or where there are captures derived safety requirements that
discrepancies. decomposes the safety requirements from top

system level to every software module or
@ Derived Safety @ Safety component in the system.
Requirements — Requirements Verification D. Safety Verification — Collection of safety

verification documents and data, that
summarize the verification evidence (test
results, analysis results, etc.) when compared
to the derived safety requirements.
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Acquisition Example: Software Safety

A. Regulatory documents — DIID can occur between

multiple policy, standards, and guidance

documents.
Policies B. Safety Requirements — DIID can occur between
n. @ regulatory documents and safety requirements
Standards document that lists safety requirements derived
@ Document/data Incompleteness, from the regulatory documents that are relevant to
Guidance Inconsistencies, or Discrepancies a specific system.
(DHD) C. Derived Safety Requirements — DIID can occur

between safety requirements documents and
derived safety requirements document that extends

@ Derived Safety @ Safety the safety requirements from top level to every
— Requirements Verification software module or component in the system.

Requirements
D. Safety Verification — DIID can occur with safety

verification documents that summarize the
verification evidence (test results, analysis results,
etc.) when compared to the derived safety
requirements.
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Al-Augmented Acquisition

Challenges for acquisition professionals

- Heavily regulated environment with multiple
levels of policy & legal responsibilities

- Volume of policy, guidance, & standards
documents

- Concurrency of activities within one program &
across multiple programs
in a system-of-systems

" DISCREPANCY

CMU SEI
© 2025 Carnegie Mellon University

Al-Augmented Acquisition

- Al tools to augment people

- Intelligent automation to scale

An overarching challenge for software
acquisition professionals is detecting
& remediating incompleteness,
inconsistencies, & discrepancies
within/between documents and software
engineering artifacts

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution




Dimensions of Finding DIID in Acquisition

Find DIID in multiple Find DIID in multiple
policy or standard policy or standard
documents compared |documents and multiple
to one software artifact | software artifacts

Find DIID in one policy |Find DIID from one policy
or standard document |document compared to

compared to one multiple software artifacts
software artifact

S
©
O

N
>

—

O

o

Artifact Scale

CMU SEI
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Software Acquisition Using Generative Al
for Regulatory Compliance
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Role of DIID in Regulatory Risk and Non-Compliance

Document Lifecycle Stages DIID Examples Consequences of Missed DIID
= = = Inconsistencies
— ﬁ — _} — {e.g , conflicting defintions)
Incompleteness Delays Cost Security
Acquisition Reguirements Design {e.g.,missing constraints) overruns gaps
Strategy Documents

Discrepancies

{e.g.,misalignmant in palicias)

Al-Powered DIID Detection Assistant

Human Review Limitations

Cognitive overload — Missed issues

Assists human review, doesn't replace it

CMU SEI [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
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Types of DIID

definitions or
consistency.

Structural: Lack of
uniform structure in
presenting
information.

Incompleteness Inconsistency Discrepancy

e Incomplete: e Terminology: Using e Factual discrepancies:
Important different terms Conflicting factual
context or terms interchangeably information.
are missing. without clear e Policy or procedural

discrepancies: Deviations from
established protocols.

Narrative discrepancies:
Different user stories fail to
align.

Theoretical discrepancies:
Actual results conflict with
theoretical predictions.

CMU SEI
© 2025 Carnegie Mellon University
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Al-Augmented DIID Detection in DoD Safety Standards

Standard

Public Distro-A
DIID Test Set

100+ Sample

Statements
(Mostly. Negative)

Regulatory
standard DIID
Test Set

100+ Sampletements
(Mostly Negative)

y

CMU SEI
© 2025 Carnegie Mellon University

Incompleteness
(e.g. Missing
causal chains)

Inconsistency

(e.9. FHA vs.
Test procedures)

Discrepancy

(e.g. Conflicting
policies)

LLM testbed

Self-hosted with
data security
compliance

= Match
= Partial match
= Mismatch (DIID)

High false positive rate

Testing
setup &
observations

¢ Early insights shared
in blogs/webinars

* Need for improved
LLM testing framewvorks

* Focus areas:

Security, scalability,
prompt design

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution



The Role of Prompt Engineering in DIID Detection

=

Outcomes. |
from early testing

Prompt engineering Priming LLMs with

DIID taxonomy Provide context,

references,
expectations

for LLM optimization

« Structured interactions Incompleteness LLMs can
improve LLM outputs emulate
reviewers

« Examples: Context man-
ager : Role play

Chain-of-thought

°=)-

Inconsistency

Need prompt

b iterationto

reduce errors

Inconsistent
or conflicting
content

Discrepancy

PROMPT INPUT Checklists,

templates,
authoritative terms

- Clearly define DIID types
* Provide examples
+ Minimize ambiguity

Flag missing, conflicting,
or inconsistent content

Without DIID definitions,
high variance in outputs

CMU SEI [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
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LLM Testing Frameworks for DIID Use Cases

Synthetic Document Real-World Case Challenge Datasets
Benchmarks Studies for Consistency
DOD
Anonyrfiz_e‘f

Anonymized AQA (contradiction)
Audit results and similar tests

Other Considerations

RAG Hallucination Self-Evaluation

. —
o =—
W e

Rate
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Measuring the Impact of Al-Augmented DIID Detection

Compliance
dashboards &
aggregated metrics

Variance &
consistency

Accuracy gains
vs. manual

Time savings &
analyst workload

reduction baselines
Tuned LLM

-
— o
a = )

TRAD. TRI LLM oF WERTE] LLM +
vecton review vector DB N
Originate
from in-scope g

Tunued Untuned
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Future Research for Al-Augmented DIID Detection
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