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Objectives

Motivation for AI-Augmented Acquisition

Software Acquisition Using Generative AI for Regulatory Compliance 
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The CMU SEI-led 
study Architecting the Future 
of Software Engineering: A 
National Agenda for 
Software Engineering 
Research & 
Development laid out a 
multi-year roadmap for 
engineering next-generation 
software-reliant systems. 

Study available online at 
https://www.sei.cmu.edu/go/nation
al-agenda

https://www.sei.cmu.edu/go/national-agenda
https://www.sei.cmu.edu/go/national-agenda
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Software Engineering Research Roadmap (10-15 Year Horizon)
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Software Engineering Research Roadmap (10-15 Year Horizon)
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How Advances in Generative AI Affected Our Study Findings
• Based on extensive experience, we’ve refined our taxonomy to focus on the degree of 

AI-augmentation for the software development lifecycle (SDLC) & system operations

Degree of AI-augmentation in the 
Software Development Lifecycle (SDLC)
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https://insights.sei.cmu.edu/blog/application-of-large-language-models-llms-in-software-engineering-overblown-hype-or-disruptive-change
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Impact of AI on Software Acquisition

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, 
& S. Zhang, “The Future of Software 
Engineering & Acquisition with 
Generative AI,” Crosstalk, June 2024.
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Impact of AI on Software Acquisition

A military-grade GPS satellite system 
using traditional data transmission 

& encryption for operations & is 
developed using conventional 

acquisition processes without any 
AI-augmented tools or methods.

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative AI,” Crosstalk, June 2024.
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Impact of AI on Software Acquisition

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative AI,” Crosstalk, June 2024.

GPS-guided munition where the 
content is not AI-augmented, but 

the acquisition activities employ AI-
assistance in identifying & analyzing 

relevant regulations, standards, 
& potential security risks.
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Impact of AI on Software Acquisition

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative AI,” Crosstalk, June 2024.

A radar system that employs machine 
learning to identify & prioritize 

possible targets, but the system is 
acquired using conventional methods
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Impact of AI on Software Acquisition

J. Robert, J. Ivers, D. C. Schmidt, I. Ozkaya, & S. Zhang, “The Future of Software Engineering & Acquisition with Generative AI,” Crosstalk, June 2024.

An autonomous vehicle or platform 
that employs AI to navigate while also 

using AI-augmented acquisition 
processes, methods, & tools, such 

as text summarization & semi-
automated regulatory compliance. 
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DOD Software Acquisition Use Cases

As software-reliant systems become 
increasingly essential to the success of 
DoD missions there has been greater 
emphasis on codifying software 
acquisition strategies  policies

https://aaf.dau.edu/aaf/aaf-pathways/
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Challenges for acquisition professionals

- Heavily regulated environment with 
multiple levels of policy & legal 
responsibilities

https://aaf.dau.edu/aaf/aaf-pathways/

DoD 
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DOD Software Acquisition Use Cases
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Challenges for acquisition professionals

- Heavily regulated environment with 
multiple levels of policy & legal 
responsibilities

https://aaf.dau.edu/aaf/aaf-pathways/
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DOD Software Acquisition Use Cases
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Challenges for acquisition professionals

- Heavily regulated environment with 
multiple levels of policy & legal 
responsibilities

- Volume of policy, guidance, & standards 
documents

- Concurrency of activities within one 
program

https://aaf.dau.edu/aaf/aaf-pathways/

• Development
• TestingRelease 1

• Design
• DevelopmentRelease 2

• RequirementsRelease 3

DOD Software Acquisition Use Cases
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Challenges for acquisition professionals

- Heavily regulated environment with 
multiple levels of policy & legal 
responsibilities

- Volume of policy, guidance, & standards 
documents

- Concurrency of activities within one 
program & across multiple programs
in a system-of-systems

https://aaf.dau.edu/aaf/aaf-pathways/

System A

Release 5

System B

Release 
12

System C 
Release 1

System D

Release 
23

DOD Software Acquisition Use Cases
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Acquisition Example: Software Safety

A. Regulatory documents – Policies, standards,
and guidance documents.

B. Safety Requirements –Document that lists
safety requirements derived from the
regulatory documents that are relevant to a
specific system.

C. Derived Safety Requirements – Document that
captures derived safety requirements that
decomposes the safety requirements from top
system level to every software module or
component in the system.

D. Safety Verification – Collection of safety
verification documents and data, that
summarize the verification evidence (test
results, analysis results, etc.) when compared
to the derived safety requirements.
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Acquisition Example: Software Safety

A. Regulatory documents – Policies, standards,
and guidance documents.

B. Safety Requirements –Document that lists
safety requirements derived from the
regulatory documents that are relevant to a
specific system.

C. Derived Safety Requirements – Document that
captures derived safety requirements that
decomposes the safety requirements from top
system level to every software module or
component in the system.

D. Safety Verification – Collection of safety
verification documents and data, that
summarize the verification evidence (test
results, analysis results, etc.) when compared
to the derived safety requirements.

Finding and discussing areas 
where text or data is incomplete, 
inconsistent, or where there are 
discrepancies.
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Acquisition Example: Software Safety

A. Regulatory documents – DIID can occur between
multiple policy, standards, and guidance
documents.

B. Safety Requirements – DIID can occur between
regulatory documents and safety requirements
document that lists safety requirements derived
from the regulatory documents that are relevant to
a specific system.

C. Derived Safety Requirements – DIID can occur
between safety requirements documents and
derived safety requirements document that extends
the safety requirements from top level to every
software module or component in the system.

D. Safety Verification – DIID can occur with safety
verification documents that summarize the
verification evidence (test results, analysis results,
etc.) when compared to the derived safety
requirements.

Document/data Incompleteness, 
Inconsistencies, or Discrepancies 
(DIID)
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Challenges for acquisition professionals

- Heavily regulated environment with multiple 
levels of policy & legal responsibilities

- Volume of policy, guidance, & standards 
documents

- Concurrency of activities within one program & 
across multiple programs
in a system-of-systems

AI-Augmented Acquisition
AI-Augmented Acquisition

- AI tools to augment people 

- Intelligent automation to scale

An overarching challenge for software 
acquisition professionals is detecting 

& remediating incompleteness, 
inconsistencies, & discrepancies 

within/between documents and software 
engineering artifacts
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Dimensions of Finding DIID in Acquisition

Find DIID in multiple 
policy or standard 
documents compared 
to one software artifact

Find DIID in multiple 
policy or standard 
documents and multiple 
software artifacts

Find DIID in one policy 
or standard document 
compared to one 
software artifact

Find DIID from one policy 
document compared to 
multiple software artifactsPo

lic
y 

Sc
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Software Acquisition Using Generative AI 
for Regulatory Compliance 
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Role of DIID in Regulatory Risk and Non-Compliance
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Types of DIID

Incompleteness Inconsistency Discrepancy
• Incomplete: 

Important 
context or terms 
are missing. 

• Terminology: Using 
different terms 
interchangeably 
without clear 
definitions or 
consistency.

• Structural: Lack of 
uniform structure in 
presenting 
information.

• Factual discrepancies: 
Conflicting factual 
information. 

• Policy or procedural 
discrepancies: Deviations from 
established protocols.

• Narrative discrepancies: 
Different user stories fail to 
align.

• Theoretical discrepancies: 
Actual results conflict with 
theoretical predictions.
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AI-Augmented DIID Detection in DoD Safety Standards
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The Role of Prompt Engineering in DIID Detection
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LLM Testing Frameworks for DIID Use Cases
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Measuring the Impact of AI-Augmented DIID Detection
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Future Research for AI-Augmented DIID Detection
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