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Abstract
The Department of Defense’s Defense Pricing, Contracting, and Acquisition Policy Contract
Policy Directorate in the Office of the Assistant Secretary of Defense is responsible for periodic
updates to the Federal Acquisition Regulation (FAR) and Defense FAR Supplement (DFARS)
based on changes in the National Defense Authorization Act (NDAA), Small Business
Administration rule changes, U.S. Department of Labor rule changes, or from executive orders.
Reading through and assessing these documents for changes that require corresponding
changes to acquisition regulations is labor-intensive. Further, when rule changes are proposed to
the public for comments, reading and summarizing these public comments can range from
straightforward to very labor-intensive.

In this paper, we report our initial research results to greatly improve the efficiency of analyzing
the NDAA language for required updates of the FAR and DFARS, and issuance of memoranda
and guidance using artificial intelligence, including large language models and advanced natural
language processing techniques to provide an improvement in staff efficiency for these laborious
tasks.

Keywords: Large Language Models (LLMs); Natural Language Processing (NLP); Department of
Defense (DoD); National Defense Authorization Act (NDAA); Federal Acquisition Regulation
(FAR); Defense FAR Supplement (DFARS)

Introduction

The Defense Pricing, Contracting, and Acquisition Policy (DPCAP) Contract Policy (CP)
Directorate in the Office of the Assistant Secretary of Defense (OSD) is responsible for pricing
and contracting policy matters across the Department of Defense (DoD). They execute statutes,
executive orders, and policies through the timely update of the Federal Acquisition Regulation
(FAR) and Defense FAR Supplement (DFARS) and issuance of memoranda and guidance.
Fundamentally, they enable operations through business systems and standards.

The DoD DPCAP is responsible for periodic updates to the DFARS based on changes in
the National Defense Authorization Act (NDAA), Small Business Administration (SBA) rule
changes, U.S. Department of Labor (USDOL) rule changes or through executive orders (EOs).
Reading through the changes made necessary by these multiple sources to complete required
DFARS updates is labor-intensive for DPCAP staff. It also requires knowledge of all the rules in
the FAR/DFARS to ensure that changes are made appropriately and references are made to
the correct sections of the FAR/DFARS.

Artificial intelligence (Al) is a powerful tool that can accomplish many tasks and improve
what humans can accomplish, but it has its limitations, so system development is a deliberate
process that should be guided by policy and end use. Limitations can include bias,
explainability, and trustworthiness (i.e. the well-known large language model [LLM] hallucination
problem). Proper policy and implementation can limit bias, increase accuracy, and improve
human effectiveness. When implementing Al solutions, it is important to understand these
limitations and to create environments where Al systems and humans work in tandem to obtain
the best results possible. For many tasks, the critical importance of human judgment means Al
should serve as a complementary tool to improve human efficiency rather than as a standalone
solution.

This project establishes a foundation for providing a cost-effective, scalable,
semiautomated capability for managing regulatory policy updates, ensuring long-term efficiency
and adaptability. This paper shares the process of learning the FAR/DFARS change process
and identifying Al methods to make the task easier for DPCAP subject matter experts (SMEs)
who are currently executing the tasks and provide additional support in identifying necessary
changes. First, the research team worked with DPCAP SMEs to document all the steps of the
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process (Section 2). Then, a literature review was completed to review and discuss potential
solutions (Section 3). Finally, Al methods were developed to automate certain tasks and assist
the DPCAP team and were incorporated into an initial prototype to demonstrate those
capabilities (Section 4). The team shares benefits, lessons learned, and future work in the
conclusion (Section 5)

DPCAP FAR/DFARS Change Process

The first task is to identify change text of interest in the NDAA. Typically, SMEs read the NDAA
line by line to identify text of interest. The NDAA is a lengthy document and can take quite a
while to review to find all the text of interest, even using standard document search
mechanisms. Al natural language processing (NLP) methods can automate all of this.

The second task is, given a text of interest snippet from the NDAA (from Step 1), to identify the
locations in the FAR/DFARS that need to be edited. SMEs must rely on their knowledge or
keyword searches to associate the change text to the FAR/DFARS sections.

The third task is to generate new or edited text for the FAR/DFARS given the text of interest
from the NDAA (Step 1) and the text in the matching FAR/DFARS section (from Step 2). If the
NDAA text affects the application of a prior rule, then that rule must be edited to comply. If there
is no matching text currently in the FAR/DFARS, then new text must be generated. The
proposed FAR/DFARS text must meet the requirements of the NDAA text.

The fourth task is to publish the proposed text for public comment. The proposed text is
published in the Federal Register.

The fifth task is to review the comments from the fourth task. Comments are received and
posted on www.regulations.gov. The comments are grouped, summarized, and posted on
www.requlations.gov and in the Federal Register with the final rule.

The sixth and final task is to make any changes to the proposed FAR/DFARS based on
comments received during the comment period.

St Step 3
Find outdated Generate

text in FAR/DFARS new/edited text

:

Step 1
Review NDAA

for changes

v

Step 4 St
Publish Review public
proposed text comments

Figure 1. Task Flow Diagram
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Congress passes a law to
create a federal agency. The
agency is granted statutory
authority to regulate certain
activities or accomplish a
certain goal.

Cangress or the
President directs the
agency to solve a
particular problem or
accomplish a specific

. E

A Q The agency gathers
information and consults
with internal & external

stakeholders to draft a
regulation proposal.

The proposal is published
in the Federal Register to
collect comments from the

. B

; &. The agency addresses all
substantive comments and

revises the regulation.

They publish the final rule.
Figure 2. The Rule-making Process: How It Works

(Public Comment Project, n.d.)

Potential Al Solutions and Limitations (Literature Review)

LLMs represent a class of machine learning (ML) systems trained on vast textual
datasets that can comprehend and generate human-like text across a wide range of subjects
and tasks. These models exhibit several key capabilities, including NLP and natural language
(NL) generation with advanced contextual understanding. The research team investigated and
discussed the adaptability of current LLM and Al approaches (Antén et al., 2023a, 2023b; Lewis
et al., 2020; Neeser et al., 2024; Ramirez-Marquez et al., 2024; Zhang et al., 2024) that offered
potential for automation and efficiency enhancement in the context of DFARS. The applications
reviewed include automated information extraction, summary generation, query resolution, and
the analysis of unstructured data.

Anton et al.’s (2023b) work was particularly relevant to the current project as it leveraged
NLP and generative Al to enhance the identification of critical programs within DoD Comptroller
Justification Books (J-Books) and improve the understanding of their budgetary implications.
The work contained two phases, the first focused on utilizing NLP pattern matching to
systematically extract and analyzing J-Book sections across different DoD branches, enabling
the automated identification of key terms and their contextual significance, while the last
incorporated analytics to aggregate data into portfolio budgets and integrated OpenAl’s LLM to
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associate textual data with financial insights and visual analytics, ultimately enhancing decision-
making and budget analysis.

Also relevant during the discussion was the work of Ramirez-Marquez et al. (2024),
which explores the application of NLP techniques to enhance talent management and workforce
adaptability within the DoD. Through analysis of text data from government, industry, and
academic reports, NLP algorithms can automatically identify critical skills for the DoD workforce,
particularly in acquisition and defense operations. The approach supports decision-makers by
providing actionable insights to optimize talent acquisition, training, and resource allocation.
This NLP-driven approach strengthens the DoD’s ability to strategically develop and deploy
personnel by automating skill identification that enhances workforce agility, reduces skill gaps,
and improves operational readiness—critical factors in addressing evolving geopolitical
challenges.

Fuzzy (also called approximate) string matching algorithms' are techniques used to
compare and find similarities between text strings, even if they are not identical. These
algorithms are useful when dealing with variations in spelling, typos, or slightly different
wordings. In the context of LLMs, fuzzy string matching helps in

e text preprocessing: standardizing and normalizing text by identifying similar words or
phrases.

e information retrieval: matching user queries with relevant documents, even if the
wording differs.

e entity recognition: identifying names, locations, or terms that may appear in different
forms.

When applied to LLMs, these techniques improve the model’s ability to process and relate
different text inputs, enhancing tasks such as document analysis, search functionality, and
automated text generation.

Task 1: Identifying Text of Interest in the NDAA

One solution to this process is to identify keywords that typically indicate a FAR/DFARS
change is necessary and use those keywords to find text of interest in the NDAA through simple
searching. The limitation of this solution is that the keywords may be used many times not in a
section that requires a FAR/DFARS change.

Another approach is to take ground truth examples (i.e., previous text that led to a
FAR/DFARS change) and use Al to learn textual patterns that indicate a FAR/DFARS change.
Document embeddings are a way to numerically represent documents of any length as vectors
(Anton et al., 2023a, 2023b). The different sections or sentences can be compared to the
ground truth examples using cosine similarity (distance between) or Jaccard similarity (Thada &
Jaglan, 2013) to determine the similarity of the two vectors and the likelihood that the tested text
indicates a FAR/DFARS change. The limitation of this solution is that the ground truth example
text may be too broad and contain text that is not particularly indicative of a change. The
embedding model may find similarities based on topic (e.g., acquisition system, country) versus
impact. One way to mitigate this concern is to find many (hundreds/thousands) of ground truth
examples and determine the features that are similar across the examples to determine what
features should be looked for in the NDAA text segments. Another way to mitigate this problem

' See, for example, Approximate String Matching (n.d.).
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is to use an LLM to identify similarities across ground truth examples which can be used to
search for text of interest in the NDAA.

A final suggested approach is to prompt LLMs to find text similar to the ground truth
examples in a new NDAA using Retrieval Augmented Generation (RAG) to find references
instead of generating text (Neeser et al., 2024).

Task 2: Identify Matching Text in the FAR/DFARS

It should be noted that the NDAA text may reference previous NDAA text (in a prior year)
that led to a rule change. In this case, the FAR/DFARS section that resulted from the previous
NDAA text is likely the section of the FAR/DFARS we want to identify.

One tool for accomplishing this is ElasticSearch (Lewis et al., 2020). ElasticSearch
performs highly efficient keyword searching. The limitation of this solution is that words may be
the same but will be used in a different context or for a different purpose.

Another approach is to use document embeddings similar to Task 1, but in this scenario,
we can use Llamalndex (Zhang et al., 2024) and Chroma vector stores, which are vector search
solutions. These vectors are embeddings of the documents. A vector database is a collection of
data that stores information as mathematical representations. We can search for vectors that
are similar to the vector that represents the identified text of interest. This allows a more efficient
search for multiple terms and more contextual information to be understood and returned
(Schwaber-Cohen, 2024). The limitation of this solution is the same as it was for Task 1. One
solution to this problem is to only search based on section titles, but this may not be specific
enough.

If there is no matching text currently in the FAR/DFARS, then that likely means a new
rule must be generated.

Task 3: Generate FAR/DFARS Text

If we have examples of known NDAA text (text of interest), matching FAR/DFARS text,
and the newly proposed change to the FAR/DFARS text we can train a model on this
information using few-shot prompting (Relevance Al, n.d.). The limitation of this solution is that
few-shot prompting models may be overfit to the specific examples provided, leading to poor
results when applied to new/different data. The success of few-shot prompting heavily relies on
the quality and relevance of the examples provided. Poorly chosen or irrelevant examples can
lead to inaccurate or nonsensical outputs.

Another approach is to use well-trained LLMs. LLMs are excellent tools for generating
text. They can even generate text in specific styles and tones (Ullah, n.d.). If given the NDAA
text of interest that indicates the new requirement, it could be asked to generate a rule or edit a
current rule (if provided the current FAR/DFARS text). The limitation of this solution is that LLMs
are liable to hallucinate. The FAR/DFARS rules provide specific information (e.g.,
numerical/section references), which are ripe for hallucination. There are a couple of ways to
mitigate this. Numbering in FAR/DFARS is often a reference to other sections of that document
and often those numbers may be new because the rules are new. New numbers could be
provided to the LLM or entered after. Additionally, any text with references would be marked for
review. Currently, SMEs use placeholders for these numbers when drafting the text manually.
Also instead of asking the LLM to write the entire text we could ask the LLM just to rewrite the
language that needs to be updated. The last potential mitigation is to fine-tune the LLM on a
large set of government language documents or use RAG so it can learn these references
better, effectively creating a reference library (Lewis et al., 2020).
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To further enhance the output, we can ask the LLM to break down the prior rule before
editing, similar to Chain of Thought (CoT) prompting (Wei et al., 2023). This helps the LLM
perform more complex reasoning tasks by breaking down the problem into a series of
intermediate steps. In this way, we are guiding the LLM to the solution instead of just asking for
the output.

OpenAl’'s ChatGPT 40 can be used to generate summaries. ChatGPT 40 is
representative of the capabilities of NIPRGPT, which is available internally to the DoD
(Secretary of the Air Force Public Affairs, 2024). Llama (Grattafiori et al., 2024; Meta, n.d.) and
Phi3 (Abdin et al., 2024; Microsoft/Phi-3CookBook, n.d.) are alternative open-source models
that can be used. These models are small but still highly capable. They are deployed locally,
which ensures complete control over sensitive data and documents, and are therefore compliant
with government data protection regulations. Additionally, there is no reliance on external cloud
services or data transfers. Ollama (n.d.) is also a framework that could help leverage various
LLMs.

Task 5: Review Comments

Another task that LLMs excel at is summarization. The LLM will be prompted to simply
summarize the comments (Zhang et al., 2023). Conveniently, the Regulations.gov APl makes
public comments to FAR/DFARS changes easily aggregable for input to an LLM. Document
embeddings and clustering (Campello et al., 2013; Lloyd, 1982) can be used concurrently with
LLMs to help structure and group the comments into similar topics and categories for more
concise and usable summarizations. The limitation of this solution is that using LLMs incurs a
cost, either time, resource, or monetary. The more data (text) you feed it, the more you use.
Some proposed FAR/DFARS changes have thousands of comments. To mitigate the concern of
costing too much, we propose narrowing down the number of comments fed into the LLM. We
suggest doing this using the document embeddings and clustering results mentioned previously.

Task 6: Use Comments to Make Changes to the Proposed Text

This can be accomplished similarly to Task 3 but using the comments summary as an
additional input and using the draft rule instead of the old rule. This will have similar limitations.

Proposed Al Solution Pipeline

We took the requirements from the SMEs and developed a prototype that demonstrates the
potential to integrate the proposed techniques into the SME process in a way that enhances
their effectiveness and efficiency while mitigating concerns due to limitations of the techniques
and tools.

Task 1: Identifying Text of Interest in the NDAA

The research team worked on automating the process to identify language in the NDAA
that could trigger regulatory changes. The team extracted relevant sections using key phrases
used by the DPCAP staff to identify language that signals regulatory actions. The team mapped
NDAA sections to historical DFARS rules through fuzzy string matching, ensuring accurate
alignment. Additionally, the team developed a reusable, automated workflow for regulatory
mapping, which can be extended to FAR and other regulatory frameworks for future
applications. The team focused on

e modification of existing tools: Adapt existing AIRC NLP and LLM tools to ingest and
analyze NDAA documents and historical FAR/DFARS language spanning 5 or more
years.
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e keyword search and validation: Develop Al-based algorithms to identify keywords and
phrases in NDAA documents that signal potential DFARS changes. Validate identified
changes by cross-referencing with historical documents.

e change identification and suggestion: Identify and track historical changes that
correspond to DFARS and public comments.

To extract NDAA sections, NDAA data is read from Excel files containing sections of
legislative text. A list of key phrases (e.g., “shall update regulations,” “modifies existing policy”)
created with the help of SMEs is used to identify sections relevant to regulatory changes.
Extracted sections are then stored with metadata, including source sheet and row index for
traceability.

Get Sections:

Filter by: All ot

Total: 15 Interested: 15 Not Interested: 0

Page 1 of2 Next>

SEC. 152. | Subtitle E—Defense-Wide, Joint, and Multiservice Matters MULTIYEAR PROCUREMEN...

DFARSs Rule Number: 2023-D010, (5) Date Requirements for Commercial Products for Major Weapon Systems
{(a) AUTHORITY FOR MULTIYEAR PROCUREMENT.-Subject to section
3501 of title 10, United States Code, and from asounts made
available by discretionary appropriations Acts from the National
Defense Stockpile Transaction Fund (as established under section
9(a) of the Strategic and Critical Materials Stock Piling Act (5@
U.5.C. 98h(a))) after the date of the enactment of this Act, the
Secretary of Defense may enter into one or more multiyear contracts
for the procurement of critical minerals that are p... M

Rule w

Public Comments [7 Proposed Rule (

SEC. 153. | Subtitle E—Defense-Wide, Joint, and Multiservice Matters PROHIBITION ON SOLIC...
DFARS Rule Number: 2024-D006, Procurement Technical Assistance Program

(A} PROMTRTITION.-The Secretary of Defense mav nat include

Figure 1. Screenshot of Demonstration Tool Extracting Potential Rule Change from an NDAA

Task 2: Identify Matching Text in the FAR/DFARS

To identify matching FAR/DFARS rules, first the rules must be extracted. DFARS rules are
sourced from Word documents containing regulatory details. A parser scans document tables,
extracting

e rule number (e.g., 252.225-7000)
e rule name

e comments link (if applicable)

e final rule notice

The extracted rules are then stored in a structured format for efficient lookup.

Once the rules are extracted, the NDAA sections can be mapped to these extracted
rules. Both the NDAA and DFARS text undergo preprocessing to normalize wording and
remove extraneous characters. Each NDAA section is compared to DFARS rules using fuzzy
string matching (SequenceMatcher algorithm). The system selects the best-matching DFARS
rule for each NDAA section based on similarity scores.
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SEC. 152. | Subtitle E—Defense-Wide, Joint, and Multiservice Matters MULTIYEAR PROCUREMEN...
DFARs Rube Mumber: 2023 DO (S) Dute Requarements for Commersial Product for Mg Weagon System

(@) AUTHORITY FOR MULTIVEAR PROCUREMENT.-Subject to section

3501 of title 10, United States Code, and from smcunts made
svailable by discretionsry sppropristions Acts from the Natiomal
Defense Stockpile Transaction Fund (a3 established under section
9(2) of the Strategic and Critical Materials Stock Piling Act (5@
U.5.C. 98h(a))) after the date of the enactment of this Act, the
Secretary of Defense may enter into one or sore multiyear contracts
for the procuresent of critical sinerals that are processed in the
United States by domestic sources.

(b) APPLICATION OF STRATEGIC AND CRITICAL MATERIALS STOCK

PILING ACT.-A multiyear contract entered into under this sectiom
shall be deemed to be an acquisition under the Strategic and
Critical Materials Stock Piling Act (5@ U.5.C. 98 et seq.).

(€) AUTHORITY FOR ADVANCE PROCUREMENT.-The Secretary

of Defense may enter into one or more contracts, begimming in
fiscal year 2024, for advance procurement associated with the
domestically processed critical minerals for which authorization
to enter into a sultiyear procurement comtract is provided under
subsection (a).

Show Proposed Rule &

[Federal Register Volume 88, Number 245 (Fridsy, Decesber 12, 2923)]

[Proposed Rules)

[Pages BESS4-88558)

From the Federal Register Online via the Govermnment Publishing OFffice [ww.gpo.gov]
[FR Doc mo: 2023-27941]

DEPARTMENT OF DEFENSE
Defense Acquisition Regulations Systes
48 CFR Parts 212, 215, 234, and 252

[Docket DARS-2023-8047]
RIN @750-ALE3

Public Comments (7 Proposed Rule [

Figure 4. Screenshot of Demonstration Tool Providing Historical Proposed Rule Changes and Comments

Task 3: Generate (Draft) FAR/DFARS Text

We utilized some of the proposed techniques to create a tool that takes an NDAA year
and section as well as a DFARS section as input (presumably as outputs from Task 2 and 3)
and generates the text for a new rule and the corresponding text to be published with a
proposed rule in the Federal Register (see Figures 5-7).
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Generate FAR Proposal From NDAA Section

NDAA section Year Corresponding FAR Section

Figure 5. Inputting the NDAA Year and Section Along With the DFARS Section

Generate FAR Proposal From NDAA Section

DFARS 225.7013 - Restriction on Certain Foreign Purchases

Scope

This clause applies to all Department of Defense (DoD) contracts and subcontracts for the acquisition of goods or services,
including but not limited to contracts for supplies, services, and construction. The clause is applicable to contracts
exceeding the simplified acquisition threshold as defined in FAR 2.101, and applies to all contract types, including fixed-
price, cost-reimbursement, and time-and-material contracts.

Definitions

For the purposes of this clause, the follewing definitions apply:

‘Contractor: Any individual or entity that enters into a contract with the federal government.

Foreig Any other than the United States, including departments, agencies, or instrumentalities of
that government.

‘Covered country: A country identified in accordance with FAR 25.003, as well as any additional countries specified by the
Secretary of Defense.

Restrictions

(a) The contractor shall not procure any goods or services from foreign sources that are subject to restrictions under
Section 889 of the National Defense Autharization Act for Fiscal Year 2021. This includes any contracts of subcontracts with
entities that are owned or controlled by, or are affiliated with, a foreign government.

(b) Contractor Responsibilities:

The contractor shall conduct due diligence to ensure compliance with these restrictions and maintain records demonstrating
'such compliance.

The contractor shall notify the Contracting Officer immediately upon becoming aware of any violation of this clause.

(c) Compliance Measures:

The contractor shall implement compliance measures that include, but are not limited to, regular audits of supply chain
sources and subcontractor management.

The contractor shall provide training to relevant personnel on the requirements of this clause and the implications of non-
compliance.

(d) Reporting Requirements:

The contractor shall submit an annual report to the Contracting Officer summarizing compliance efforts and any incidents of

Ann-ramnliancs

Close  View Federal Register Summary

Figure 6. The Draft Proposed Rule Text Output by the Tool
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Generate FAR Proposal From NDAA Section

Summary: This rule updates DFARS clause 225.7013 to reflect the requirements set forth in Section 889 of the National
Defense Authorization Act for Fiscal Year 2021. The revised clause imposes restrictions on the procurement of goods and
services from foreign sources, particularly those that are owned or controlled by foreign governments. The changes clarify
the conditions under which the clause applies, including contract types, dollar threshalds, and contractor classifications.

y, the rule responsi s, compliance measures, reporting requirements, and flow-down
provisions for subcontracts.
Background: The Mational Defense Authorization Act for Fiscal Year 2021 introduced significant changes aimed at
strengthening national security and ensuring that the Department of Defense acquires goods and services from reliable and
trustworthy sources. Section 889 specifically ding the pi of products and services that
may pose risks to the national security interests of the United States. The updates to DFARS 225.7013 are necessary to align
the Defense Federal isiti i ‘with this legislation and to provide clear guidance to contractors
regarding their obligations. This is part of a broader effort to mitigate risks associated with foreign influence in the supply
chain
Discussion and Analysis: The revised clause provides a clearer f) for o d their
responsibilities related to foreign purchases. By establishing explicit definitions for key terms, the rule enhances
transparency and compliance. The inclusion of contractor respensibilities, such as conducting due diligence and
maintaining records, aims to ensure that contractors are pi ive in their to i The reporting
requirements are designed to facilitate timely ication with the C: ing Officer in the event of non-compliance,
thereby i ility. Fur the flow-d isions ensure that subcontractors are also held to the
'same standards, thereby extending the reach of the restrictions throughout the supply chain. Overall, the changes are
expected to strengthen the integrity of the DoD 1t process and national security interests.
Expected Impacts: The ion of this rule is antici to have a signi impact on that engage
with foreign suppliers. Contractors will need to invest in i and ially revise their p it
practices to ensure adherence to the new requirements. This may involve increased costs related to audits, training, and
monitoring of supply chains. However, the long-term benefits of enhanced national security and reduced risk of foreign
influence are expected to outweigh these initial costs. Additionally, the clarity provided by the updated clause is likely to
improve overall plii rates among , fostering a more secure and reliable defense procurement
environment.

Close View Proposal

Figure 7. The Draft Text to be Published With the Proposed Rule in the Federal Register

The tool uses CoT prompting and requests specific steps and outputs to be performed to
accomplish the task (see Figure 8). Virginia Tech researchers defined these steps. If SMEs
provided a more accurate and thorough breakdown of the rule, the output could be improved
through a more knowledgeable CoT process.

Maintain the same DFARS clause number and add or update
sub clause numbers as necessary.

Maintain the same DFARS clause title.

Clarify under which conditions the clause applies, including
specific contract types, dollar thresholds, or contractor
classifications.

Maintain and amend the requirements from the current DFARS
clause. Include contractor responsibilities, compliance
measures, reporting requirements, and procedures.

Maintain references to other relevant FAR, DFARS, or
government regulations and add any new references needed
as a result of the NDAA text.

If and only if there are any flow-down provisions that specify
when the clause must be included in subcontracts and, if so,
under what conditions include or add them.

Provide a summary of the change, background of the change,
discussion and analysis of the change and expected impacts
of the change to be published in the Federal Register.

Figure 8. CoT Requests for Generating a Draft Rule and Corresponding Federal Register Text
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Documents will be formatted similarly to the expected output but not exactly. The output
of the tool (i.e., LLM) will need to be edited by an SME but can serve as a starting point.
Reference and identification numbers will often have placeholders.

Note that as we test examples of the rule change, we are testing if the change already
has a finalized rule that the tool will refer to for a new (or changed) rule. This is done instead of
using the prior rule change and therefore impacts the output of the proposed text slightly. The
research team tested the tool on both finalized rules and rules that were not yet finalized and
expects to do more testing in a follow-on phase of this work.

Currently, the tool is only created and tested to generate DFARS text but should be
easily extendable/applicable to creating FAR text.

Additionally, the tool currently requires a previous DFARS rule to be edited. If the NDAA
requires a new rule to be created, the tool is not set up to generate that rule from scratch but
could be modified (or improved) to accomplish this task as well. Tests were also not performed
on the ability to generate a completely new rule. We tested our model and process on
comments received from several proposed regulations. Example screenshots are shown in the
figures that follow.

Task 5: Review Comments (Summarize)

We developed a prototype that can analyze, group, and summarize comments from any
FAR/DFARS rule posted on www.regulations.gov. The user of the developed tool has the ability
to select the proposed regulation they would like to review (see Figure 9), which is normally
aligned on the left side of the page. The tool gets comments via the Regulations.gov API.

-+ Generate Proposal

View Proposal Titles D

Viewing 25/253
Acquisition Regulation: Pay Equity ...
Minimizing the Risk of Climate Cha...
Governmentwide Commercial Purc..
Applicability of the Senior Executiv...
Special Emergency Procuremant A
Prohibition on the Use of Reverse ...
Combating Trafficking in Persons...
Acquisition Regulation: HUBZone P...
Application of Micro-purchase Thr...
Federal Acquisiton Regulations: Su.
Basic Safeguarding of Contractor ...
Positive Law Codification of Title 4...
Fair Pay and Safe Workplaces ()
Accelerated Payments to Small Bu...
Set-Asides under Multiple-Award C...
Nondisplacement of Qualified Wor...
Irrevocable Letters of Credit;

Federal Acquisition Regulation; Uni._.
Enhancements to Past Performanc...
Federal Acquisition Regulation; Co...
Numbered Notes for Synopses
Definition of Cest or Pricing Data (F...
Contractors Performing Private Se...
Effective Communication between ...

Acquisition Threshold for Special E...

Load More

Figure 9. Users Can Select Any Proposed Rule Listed on Regulations.gov From the Column on the Left
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Duplicate comments are removed, and similar comments (based on semantic meaning)
are grouped in up to six groups. The groups are then summarized by an LLM (in this case GPT

40; see Figure 10).

-+ Generate Proposal

view proposal Tites (D)

Viewing 25/253

Acquisition Regulation: Pay Equity ...

Minimizing the Risk of Climate Cha...
Governmentwide Commercial Purc...
Applicability of the Senior Executiv...

Special Emergency Procurement A...

Prohibition on the Use of Reverse

Combating Trafficking in Persons...

Acquisition Regulation: HUBZone P...

Application of Micro-purchase Thr...

Federal Acquisiton Regulations: Su,..

Basic Safeguarding of Contractor ...

Positive Law Codification of Title 4...

Fair Pay and Safe Workplaces ()

Accelerated Payments to Small Bu...

Set-Asides under Multiple-Award C...

Nondisplacement of Qualified Wor...

Irrevecable Letters of Credit;

Federal Acquisition Regulation; Uni...

Enhancements to Past Performanc...
Federal Acquisition Regulation; Co...

Numbered Notes for Synopses

Definition of Cost or Pricing Data (F...

Contractors Performing Private Se...

Effective Communication between ...

Acquisition Threshold for Special E...

Load More

Acquisition Regulation: HUBZone Program

Comment Summary
The comments highlight a mix of concerns, including the need for clarification on supply regulations and the potential negative impact on small

businesses due to increased regulatory burdens. There are also calls for improved safety standards, better oversight, and accountability measures in
the HUBZone program.

Comment Group 1: Clarifications on FAR Subpart 8 Sources
Comment Group 2: Feedback on FR Doc # 2024-12570

Comment Group 3: SBA HUBZone Preferences: Concerns & Suggestions

Content Summary:

The comments express concern about the SBA's proposal to eliminate the HUBZone price evaluation preference for mentor-protégé joint ventures,
questioning the assumption that large business mentors inherently have lower costs and the lack of data supporting this decision. Additionally,
suggestions are made to clarify penalties for failing to meet HUBZone residency compliance, emphasizing the need for accountability in maintaining
required workforce percentages.

Revision Suggestions:

Revise the Federal Acquisition Regulation to retain the HUBZone price evaluation preference for mentor-protégé joint ventures until comprehensive
data is gathered to substantiate the assumption that large business mentors have lower costs. Additionally, include a section that clearly outlines the
penalties for non-compliance with HUBZone residency requirements, specifying the accountability measures that will be implemented to ensure

adherence to required workforce percentages. This addition should provide elarity and support the integrity of the HUBZone program.

View All Comments
Comment Group 4: File Attachment Inquiry and Clarification

Comment Group 5: Homeland Location and Loophole Concerns

Figure 10. Groups of Similar Comments Are Summarized, and Suggestions for Changes Are Provided

If there are sufficient comments, a subset of the group’s comments can be used for the
summarization to reduce LLM token requests without drastically affecting the summary, since
comments have been grouped based on similarity.

The interface of the tool allows the user to see all comments that are in a group (see

Figure 11).
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<+ Generate Proposal

View Proposal Titles c

Viewing 25/253
Acaquisition Regulation: Pay Equity ...
Minimizing the Risk of Climate Cha...
‘Governmentwide Commercial Purc...
Applicability of the Senior Executiv...

Special Emergency Procurement A...

Prohibition on the Use of Reverse ...
Combating Trafficking in Persons...
Acquisition Regulation: HUBZone P...
Application of Micro-purchase Thr...
Federal Acquisiton Regulations: Su...
Basic Safeguarding of Contractor I...
Positive Law Codification of Title 4...
Fair Pay and Safe Workplaces ()
Accelerated Payments to Small Bu...
‘Set-Asides under Multiple-Award C...
Nondisplacement of Qualified Wor...
Irrevocable Letters of Credit;

Federal Acquisition Regulation; Uni...
Enhancements to Past Performanc...
Federal Acquisition Regulation; Co...

Numbered Notes for Synopses.

Definition of Cost or Pricing Data (F...

Contractors Performing Private Se...
Effective Communication between ...
Acquisition Threshold for Special E...

Load Maore

Q

All Comments in Comment Group 3: SBA HUBZone

Rethink this! JackieRB sending msg from Steve Koprince 81dquo;SBA is requesting comments and input on whether it is
appropriate for a HUBZone mentor-prot&eacute;g&eacute; joint venture to benefit from the HUBZone price evaluation preference
when the joint venture is already benefitting from its large business mentor's lower cost structures and pricing. SBA is
considering whether to propose eliminating the HUBZone price evaluation preference's applicability to all joint ventures formed
under the Program or, to offers itting by a HUBZone joint venture where the
mentor exceeds the size standard to the NAICS code assigned to the contract.&quot; This piece of
yesterday's #SBA notification (also buried near the end) strikes me as odd for a couple reasons. First, why does SBA seem to
assume that every large business mentor ily has er cost and &quot; than small busi

Is this based only on a &quot;perception,&quot; which is the word SBA uses repeatedly in this notice, or does SBA have data on
this subject? Second, why would SBA eliminate this preference--which only applies on unrestricted competitions--when the
government has been unable to meet its 3% #HUBZone goal for years? Does SBA have data showing that HUBZone JVs are
winning an unfair number of unrestricted competitions? If 5o, that doesn't seem to be reflected in the data posted on SBA's Data
HUB, which associates approximately $551 million with the category &quot;HUBZone Price Evaluation Preferences&quot; for
Fiscal Year 2023 out of a total of around $654 billion in tracked spending.

Although the attempt to maintain a 35% HUBZone Residency compliance is a good start, there is no language regarding what
happens if the 35% is not achieved. There is additional language SBA uses such as &quot;20% of its workforce as HUBZone
residents can lose its certification&quot;. In the case of the proposed change, suggest adding some sort of clarification / penalty
statement such as &quot;if the company does not maintain at least a 20% of its workforce as HUBZone residents, the company
cannot be awarded any additional task orders or work, and existing task orders / work may be suspended as directed by
SBA.&quot;

Figure 11. Actual Text of Comments Sorted by Group

Finally, the tool provides an overarching summary for the entire set of comments no matter how
many groups and comments there are for the proposed rule (see Figure 12).

Acquisition Regulation: HUBZone Program

Comment Summary

The comments highlight a mix of concerns, including the need for clarification on supply regulations and the potential negative impact on small
businesses due to increased regulatory burdens. There are also calls for improved safety standards, better oversight, and accountability measures in
the HUBZone program.

Comment Group 1: Clarifications on FAR Subpart 8 Sources
Comment Group 2: Feedback on FR Doc # 2024-12570

Comment Group 3: SBA HUBZone Preferences: Concerns & Suggestions

Comment Group 4: File Attachment Inquiry and Clarifi

Comment Group 5: Homeland Location and Loophole Concerns

Figure 12. A Summary of All the Comments Regardless of Group
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Task 6: Use Comments to Make Changes to the Proposed Text

For each group of comments, our tool provides edit recommendations to the rule based
on what the comments are suggesting (see Figure 6). The user can choose whether to
incorporate the suggestions from these comments or not.

The research team also tested providing the suggestions to the LLM along with the full
text from the proposed rule (available through www.regulations.gov), but the text was often too
long and more than the LLM token limits. There are solutions to this problem, but they were not
addressed for this demonstration, since editing text was demonstrated for Task 3. Similar
results (likely better because the text would actually be passed in) to Task 3 can be expected if
an LLM were tasked to edit the proposed rule based on the comment suggestions shown.

Conclusions

Through the understanding that the research team gained about the FAR/DFARS
change process from working with the DPCAP team, there is clearly an opportunity for efficiency
and assistance through the careful implementation of Al techniques. Some techniques have
limitations and therefore should be considered and implemented cautiously, but in many cases,
some mitigations can be incorporated. The research team created an automated tool using Al to
extract, analyze, and map NDAA sections to DFARS rules. These outputs are then fed to an
LLM tool for generating proposed rule text and assessing public comments. The tool identifies
key regulatory triggers and current changes, and streamlines the assessment of public
comments on proposed rule changes. An executable web interface was delivered to DPCAP
that integrates manual and automated steps, significantly reducing labor-intensive tasks for
DPCAP staff.

The team would like to perform extensive testing of the tool on the NDAA
implementation tracker for a specified period of years to validate its effectiveness and compare
it to the current process. Additionally, updates can be made to improve performance and
usability.

The prototype can be implemented immediately as is but has some limitations. We
propose future development to address these limitations. Currently, the tool only finds and edits
DFARS rules. The tool needs to be extended to work on the FAR as well. The LLM generation
is relying on LLM knowledge of DFARS rules, but ingesting the raw FAR/DFARS text should
enhance generated text. Another way to greatly improve generated text would be to have
additional discussions with the SMEs to determine the structure and general requirements of
FAR/DFARS rules. This would help inform the CoT prompting utilized by the LLM.

The current prototype is also limited to only suggesting edits to prior rules and only one
rule at a time. Some rules require new DFARS sections/subsections, and in many cases, rules
are updated together when an NDAA applies to multiple rules. A tool that matches this process
would be more natural and easier to use for the DPCAP SMEs.

An easy implementation would be to allow SMEs to select which FAR/DFARS sections
to update based on which NDAA rules, which would automatically feed the LLM rule generator
(Step 3).

Finally, comments currently only result in the suggested changes, but a similar but more
closed and refined process to Step 3 can be used to truly generate the final rule in Step 6.
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