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The Pentagon’s Revolution in Software-
Defined Warfare & Its Testing Dilemma
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Challenges & Opportunities Reflecting Modern Warfare
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Transformation of the Battlefield… 

S E A M L E S S  C O L L A B O R A T I O N  A C R O S S  A L L  D O M A I N S

A T T R I T A B L E  S Y S T E M S  A T  S C A L E

E N A B L E D  B Y  A U T O N O M Y  &  A I
In modern conflicts, the fastest, more robust,  resilient updater wins

In modern conflicts, the fastest, more robust, & resilient updater wins

http://www.dote.osd.mil/
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L O N G - R A N G E  L E T H A L I T Y

A N T I - A C C E S S  /  A R E A  D E N I A L  ( A 2 / A D )

A T T R I T A B L E  S Y S T E M S  A T  S C A L E

C O N T E S T E D  E L E C T R O M A G N E T I C  S P E C T R U M

Transformation of the Battlefield… 
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The Shifting Nature of National Security Acquisition 

AI, autonomy, & software-defined 
warfare are transforming conflict 
faster than our national defense 

institutions were built to respond 
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The Shifting Nature of National Security Acquisition 
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Evolving Program Expectations 
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The Next Offset Will Be Software-Defined

Fight the battle in 
software before 

fighting it for real

Warfare that updates 
at the speed of code

Machines that distill chaos 
into decisions in seconds

Systems that sense, 
decide, & act faster 

than humans can

Success depends on defending
—& defeating—software itself

Hardware that changes its 
mission with a software push
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Agility Isn’t Enough—Assurance Wins the Fight
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Confidence at Speed: The New Currency of Warfare
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Concluding Remarks: AI Transformation of Testing

The success of software-defined warfare depends on robust testing

The success of software-defined warfare depends on robust testing

http://www.dote.osd.mil/


Questions & Answers
For more information please contact:

John Robert
jer@sei.cmu.edu
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